US009201773B1

a2z United States Patent (10) Patent No.: US 9,201,773 B1
Cohen et al. (45) Date of Patent: Dec. 1, 2015
(54) GENERATING TEST SCENARIO TEMPLATES 5,905,856 A *  5/1999 Ottensooser ............... 714/38.1
BASED ON SIMILARITY OF SETUP FILES 6,360,332 B1* 3/2002 Weinberg et al. ... ... 714/4.1
6,546,523 B1* 4/2003 Boorananutetal. ............ 716/56
. . 6,810,494 B2  10/2004 Weinberg et al.
(71)  Applicant: Panaya Ltd., Raanana (IL) 6,865,692 B2 3/2005 Friedman et al.
6,898,784 Bl 5/2005 Kossatchev et al.
(72) Inventors: Yossi Cohen, Raanana (IL); Mati 7,032,212 B2* 4/2006 Amiretal. .. . 7177124
Cohen, Raanana (IL); Nurit Dor, 7,191,435 B2* 3/2007 Lauetal. ... .. 717/168
Raanana (IL); Dror Weiss, Raanana (IL) 7,475,289 B2* 1/2009 Rosariaetal. ... .. 714/38.1
7,490,319 B2* 2/2009 Blackwelletal. ............ 717/124
N .
(73) Assignee: Panaya Ltd., Raanana (IL) 7,506,211 B2 3/2009 .Apost0101u etal. ... 714/38.14
(Continued)
(*) Notice: Subject to any disclaimer, the term of this
patent is extended or adjusted under 35 OTHER PUBLICATIONS
U.S.C. 154(b) by O days.
Sreedevi Sampath, A Scalable Approach to User-session based Test-
(21) Appl. No.: 14/141,676 ing of Web Applications through Concept Analysis, 2004.
. (Continued)
(22) Filed: Dec. 27,2013
Related U.S. Application Dat
clate pplication Data Primary Examiner — Isaac T Tecklu
(63) Continuation-in-part of application No. 13/103,078, (74) Attorney, Agent, or Firm — Active Knowledge Ltd.
filed on May 8, 2011, now Pat. No. 8,739,128.
(60) Provisional application No. 61/747,313, filed on Dec.
30, 2012, provisional application No. 61/814,305, 7 ABSTRACT
filed on Apr. 21, 2013, provisional application No. Systems, methods, and non-transitory medium for generating
61/919,773, filed on Dec. 22, 2013. a test scenario template based on similarity between descrip-
tions associated with different organizations. A monitoring
(31) Int.Cl module is used to monitor users and to identify runs of test
GOGF 11/36 (2006.01) scenarios run on software systems belonging to the different
GOGF 9445 (2006.01) organizations. A processor receives a description of a certain
e Rde organization (e.g., setu es) and descriptions ot the ditter-
(52) us.q rganization (e.g., setup files) and descriptions of the diff
CPC ........ GO6F 11/3684 (2013.01); GO6F 9/44589 ent organizations and identifies, based on similarity between
. . QOB'OI); GOGF 11/36 (2013.01) the certain description and the descriptions, organizations
(58)  Field of Classification Search that are similar to the certain organization. The processor also
None o ] identifies a run of a specific test scenario that is utilized by one
See application file for complete search history. or more of the organizations. A template generator is used to
. generate the test scenario template based on the run of the
(56) References Cited specific test scenario. Additionally, a data cleaner is used to

U.S. PATENT DOCUMENTS

5544310 A * 8/1996 Formanetal. ... 714/31
5,629,878 A 5/1997 Kobrosly
5,781,720 A *  7/1998 Parkeretal. ............. 714/38.11

remove from the test scenario template proprietary data asso-
ciated with at least one of the different organizations.

22 Claims, 8 Drawing Sheets

Custg(r)r:jlzatlon 263 Customization 267
ORG 1 e
ORG 2
Ly L
: HR Lo Cegal
Finance = af HR -
A 2628 266A 2668
Customer Customer Design
Manufacture service |_w»|  service 266%
262C 262D 266C
Similar
ERP ORG 1 ERP ORG 2
261 265



US 9,201,773 B1

Page 2
(56) References Cited 2008/0263505 Al* 10/2008 StClairetal. ............. 717/101
2009/0106262 Al 4/2009 Fallen et al.
U.S. PATENT DOCUMENTS 2009/0138855 Al* 5/2009 Hueneetal. ............ 717/125
2009/0144010 Al* 6/2009 Witteretal. .............. 702/115

7,512,839 B2* 3/2009 Coulteretal. ....oooe....... 714/30 2009/0144698 Al* 6/2009 Fanningetal. ... 717/120

7,516,440 B2* 4/2009 Upton .......... 717/106 2009/0183143 Al 7/2009 Lietal.

7,526,680 B2*  4/2009 Mathew et al. . 714737 2009/0187894 Al* 7/2009 Belletal. ..o 717/127

7,581,212 B2 8/2009 West et al. 2009/0199160 Al* 82009 Vaitheeswaran etal. ..... 717/124

7,596,731 BL* 9/2009 Sharma ........coceeemn... 714/724 2009/0204591 Al* 82009 Kaksonen ... . 70773

7,809,525 B2 10/2010 Chagoly et al. 2009/0259992 Al* 10/2009 Cormier et al. 717/126

7,849,447 Bl  12/2010 Karis et al. 2009/0265681 Al* 10/2009 Betoetal. ... ... 717/100

8,001,527 B1* 82011 Qureshietal. .. L 717/120 2009/0307650 Al* 12/2009 Sarafetal. .... .. 717/101

§205.191 B1* 62012 Kolawa et al. T 17124 2009/0313606 Al* 12/2009 Geppertetal. .. .. 717/124

8266592 B2* 9/2012 Beto et al. ... e 2010/0064282 Al*  3/2010 Triouetal. ... . 7177125

8,276,123 B1* 9/2012 Denget al. LTLT/125 2010/0146490 Al* 6/2010 Grosseetal. .............. 717/131

8,411,579 B2* 4/2013 Ngo et al. 370248 2010/0192220 Al 7/2010 Heizmann et al.

8,561,036 B1* 10/2013 Beansetal. . . 717/140 2010/0287534 Al* 11/2010 Vangalaetal. ........ 717/124
2002/0138226 Al* 9/2002 Doane ........ L 702/119 2010/0332535 Al* 12/2010 Weizmanetal. ........... 707/770
2003/0126586 Al*  7/2003 Sluiman et al. . 717/124 2011/0145788 Al*  6/2011 Xuetal. ... - 717/121
2003/0131290 A1*  7/2003 Weinberg etal. ............... 714/46 2012/0197626 Al* 82012 Kejariwaletal. .............. 703/22
2004/0107415 Al* 6/2004 Melamed etal. ............. 717/124 2012/0216176 Al* 82012 Gaikwad etal. ... .. 717124
2004/0123272 Al*  6/2004 Baileyetal. ... T717/125 2013/0014084 Al* 1/2013 Sahibzadaetal. .. .. 717124
2005/0071818 AL*  3/2005 Reissman et al. SV 2013/0275949 Al* 10/2013 Kawashima et al. . 717124
2005/0144593 Al*  6/2005 Raghuviretal. .. 717/124 2014/0025994 Al*  1/2014 Kubeetal. ......cccooovrrrnr. 714/33
2005/0166094 A1*  7/2005 Blackwell etal. . .. 714/38 2014/0040867 AL*  2/2014 Wefers etal. ... - 7171131
2006/0129994 Al*  6/2006 Srivastava et al. . 717/124 2014/0115565 Al*  4/2014 Abrahametal. ... 717/128
2006/0168565 Al* 7/2006 Gamma et al. .. T2 2014/0237450 Al* 82014 Levyetal. ... 717/124
2006/0200803 Al1* 9/2006 Neumann et al. . 717/120 2014/0304688 Al* 10/2014 Bhatetal. . - 717/130
2007/0038908 Al*  2/2007 Hirano etal. ............... 714/724 2014/0325485 Al* 10/2014 Sawano ................ 717/124
2007/0043980 Al* 2/2007 Ohashietal. ................. 714/45
2007/0055911 Al* 3/2007 Boehm et al. ... .. 714/31 OTHER PUBLICATIONS

N -
%88;;85%2?3; ﬁ} % gggg; égﬁ;;ogl; et al ;}3;43‘3 Jinhua Li, Clustering User .Session Data f.or Web Applications Test,
2008/0010537 Al*  1/2008 Hayutin etal. . 714738 2011, Journal of _Computatlonal Information Systems. _
2008/0065687 Al* 3/2008 Coulter et al. woovvvvon.. 707/102 G. Ruffo, R. Schifanella, and M. Sereno, WALTy: A User Behavior
2008/0086348 Al 4/2008 Rao et al. Tailored Tool for Evaluating Web Application Performance, 2004,
2008/0086499 Al* 4/2008 Wefersetal. .ooovvvvviin. 707/102 Proceedings of the Third IEEE International Symposium on Network
2008/0098361 Al* 4/2008 Kumaretal. ... 717/128 Computing and Applications.
2008/0127095 Al* 5/2008 Brennanetal. ............... 717/124 Sanaa Alsmadi, Generation of Test Cases From Websites User Ses-
2008/0141221 Al* 6/2008 Benesovska et al. . 717/124 sions, 2011, The 5th International Conference on Information Tech-
2008/0172652 Al* 7/2008 Daviaetal. ..o 717/124 nology.
2008/0184206 Al* 7/2008 Vikutan ................. 717/127
2008/0228805 Al* 9/2008 Brucketal. ... 707/102 * cited by examiner



U.S. Patent Dec. 1, 2015 Sheet 1 of 8 US 9,201,773 B1
Setup files
181b

Certain setup
file 181a
° !
A Monitoring Test
. . Processor
100 module identifier 182
180 181 -
i
User Customization Data Template
interface module cleaner generator
189 188 186 184
FIG. 1
Descriptions
191b
Certain description
191a
> !
s A Mr%rg;%rllgg Processor
@ &
i
User Customization Data Template
interface module cleaner generator
198 197 196 194

FIG. 2




U.S. Patent Dec. 1, 2015 Sheet 2 of 8 US 9,201,773 B1

199 N Monitor users belonging to different organizations
!
200 N Identify runs of test scenarios
l
201 N Receive setup files
!
202 AN Identify similar organizations
!
203 N Identify run of specific test scenario
!
204 AN Generate test scenario template
!
205 N Remove proprietary data
!
206 N Customize test scenario template
'
207 N Suggest the customized test scenario template

FIG. 3



U.S. Patent Dec. 1, 2015 Sheet 3 of 8 US 9,201,773 B1

210 N Monitor users belonging to different organizations
!
211 N Receive descriptions
!
212 N Identify similar organizations
!
213 N Identify run of specific test scenario
!
214 AN Generate test scenario template
!
215 " Remove proprietary data
!
216 N Customize test scenario template
!
217 N Suggest the customized test scenario template

FIG. 4



U.S. Patent Dec. 1, 2015 Sheet 4 of 8 US 9,201,773 B1

1® description 1°' customization
230a > 234a
Module Component
2" description analyzer 2" customization | analyzer
230b o 232 234b 236

Run of test scenario

239 Template
»| generator
238
Template
240
User interface Cusr:]oonclluzlztlon Data cleaner
246 544 242

FIG. 5



US 9,201,773 B1

Sheet 5 of 8

Dec. 1, 2015

U.S. Patent

9 "OIA
mWN _\WN
¢ 940 ddd I ©H0 ddd
Jepung
— 2992 T dcdc D292
d99c 99IA19S e ™  9omes aInjoBNUE
ubisaQ J8WwoIsN) Jawoysn)
_ 999¢ _ v99C acoe ve9e
|lebo dH /|\\\\\\ HH 8aoueul
[111 P11t
¢ 940
220
19¢ uoIIBZIWOISNY) €9¢
uonezIWolsnY




U.S. Patent Dec. 1, 2015 Sheet 6 of 8 US 9,201,773 B1

Receive first description of customizations done to first
subset of modules

'

Receive second description of customizations done to
251 N second subset of modules

!

Identify first and second customizations to first and second
instances of a certain module

,

253 < Identify components in second instance that are similar to
components in the first

l

254 N Receive specific run of a test scenario run to test the
second instance

'

255 ] Generate test scenario template for testing the first instance

'

256 N Remove proprietary data from test scenario template

'

257 . Customize test scenario template for the 1* organization

,

258 N Suggest the customized test scenario template

250 AN

252 A

FIG. 7



U.S. Patent

Dec. 1, 2015 Sheet 7 of 8 US 9,201,773 B1
Template Ranking Data Customization
generator module cleaner module
70 71 72 73
User
FIG. 8A interface
174
Template Ranking Data Customization
generator module cleaner module
770 1 772 173
FI1G. 8B
Template Customization Data User interface
generator module cleaner 277
770 775 776 —
FIG. 8C
Template Data Customization .
User interface
generator cleaner module 777
770 778 779 L

FIG. 8D




U.S. Patent

Dec. 1, 2015 Sheet 8 of 8 US 9,201,773 B1
Template Data User Ranking
generator cleaner interface module
770 780 81 782
FIG. SE
Template Customization User
: Data cleaner
generator module interface 785
770 175 784 —
FIG. 8F
Template User
generator interface
770 774

FIG. 8G




US 9,201,773 B1

1

GENERATING TEST SCENARIO TEMPLATES
BASED ON SIMILARITY OF SETUP FILES

CROSS-REFERENCE TO RELATED
APPLICATIONS

This Application is a Continuation-In-Part of application
Ser. No. 13/103,078, filed May 8, 2011. This Application
claims the benefit of U.S. Provisional Patent Application No.
61/747,313, filed Dec. 30, 2012, and U.S. Provisional Patent
Application No. 61/814,305, filed Apr. 21, 2013. This appli-
cation also claims the benefit of U.S. Provisional Patent
Application No. 61/919,773, filed Dec. 22, 2013, the entire
contents of which is herein incorporated by reference in its
entirety for all that it teaches without exclusion of any part
thereof.

The following co-pending U.S. Patent Applications, filed
onDec. 27, 2013: Ser. Nos. 14/141,514; 14/141,564; 14/141,
588; 14/141,623; 14/141,655; 14/141,726; 14/141,859;
14/141,887; 14/141,925; 14/141,974, and the following co-
pending US Patent Applications, filed on Dec. 28, 2013: Ser.
Nos. 14/142,768; 14/142,769; 14/142,770; 14/142,771,
14/142,772; 14/142,774; 14/142,781; 14/142,783; 14/142,
784, may include related subject matter.

BACKGROUND

Software systems such as Enterprise Resource Planning
(ERP) systems have become the computational backbone of
many business organizations. Such software systems can be
quite complex and include a large number of software mod-
ules that can be installed, updated, and/or customized specifi-
cally for an organization. Validating that the software systems
are operating as expected typically requires extensive testing,
which can be an expensive and labor-intensive process.

Current testing approaches adopted by many organizations
require each organization to devise its own testing suite. Thus,
each organization needs to learn which tests are effective,
which aspects of the software system should be tested, and
how to do so in a cost-effective way. Gaining this knowledge
may require much effort and experience; in the meantime,
testing the software systems may be a less effective and
prolonged process. However, were organizations able to uti-
lize each other’s testing-related knowledge, which is in a
sense a wisdom of the crowd (of testers), they might be able
to come up with a more effective and efficient testing plan.
That being said, there are many obstacles in the way of har-
nessing the wisdom of the crowd when it comes to testing. For
one, software systems belonging to different organizations
may be each customized for their respective organizations.
Thus, it is not likely that a test devised for a first organization
will run “as is” on a system belonging to a second organiza-
tion. Additionally, tests used to test a system belonging to an
organization often involve proprietary data related to the
organization. Thus, organizations are not likely to share their
testing data if it means that in the process their proprietary
data is at risk of being leaked to an unauthorized party.

Another problem that hinders utilization of the wisdom of
the crowd fortesting is the fact that the behavior of some large
scale software systems may highly depend on their setup files,
which may customize many facets of the software systems.
As aresult, essentially the same large scale software systems
having different setup files may behave so differently that it is
difficult, and sometimes impossible, to utilize testing data
from one organization for the purposes of another.

BRIEF SUMMARY

Some aspects of this disclosure involve methods, systems,
and/or non-transitory computer-readable medium, which
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enable generation and/or suggestion of test scenario tem-
plates that are relevant to validating a software system of an
organization. The test scenario templates may be generated
based on data collected from crowd users (e.g., testers from
other organizations), tasked with testing similar software sys-
tems. Optionally, utilizing templates enables organizations to
leverage the wisdom of the testing crowd by facilitating the
import and export of testing data between organizations.

In some embodiments, a test scenario template is a model
according to which a test scenario may be structured. A test
scenario template may include one or more test steps, which
instruct a user on an action to be performed as part of the test,
such as where to enter a value, what button to push, what
screen to select, or what transaction to run. Optionally, a test
scenario template may include one or more default values
used for running an instantiation of the test scenario template
(e.g., default values for certain fields in a screen).

In some embodiments, descriptions of organizations (e.g.,
setup files of software systems utilized by the organizations)
are used to determine similarity between organizations.
Given a description of a certain organization and descriptions
of other organizations, organizations that are similar to the
certain organization may be identified. Testing data, such as
runs of test scenarios, related to the similar organizations can
then be utilized to devise tests (e.g., a test scenario template)
that may be utilized by the certain organization.

One aspect of this disclosure involves a computer system
that is configured to generate a test scenario template based on
similarity between setup files associated with different orga-
nizations. In one embodiment, the computer system includes
a test identifier that is configured to identify runs of test
scenarios run by users on software systems that belong to the
different organizations. In this embodiment, each organiza-
tion of the different organizations is associated with a differ-
ent setup file customized for the organization. The computer
system also includes a processor that is configured to receive
the setup files and a certain setup file associated with a certain
organization. The processor is also configured to identify,
based on similarity between the certain setup file and the
setup files, similar organizations which are similar to the
certain organization. The processor is also configured to iden-
tify a run of a specific test scenario that is utilized by one or
more of the similar organizations. A template generator and a
data cleaner are also included in the computer system. The
template generator is configured to generate the test scenario
template based on the run of the specific test scenario, and the
data cleaner is configured to remove from the test scenario
template proprietary data associated with at least one of the
similar organizations. Optionally, the computer system may
also include a monitoring module that is configured to moni-
tor activity of the users on software systems belonging to the
different organizations and to provide data obtained from
monitoring the activity of the users to the test identifier.
Optionally, the computer system may also include a user
interface that is configured to suggest to a user to run an
instantiation of the test scenario template.

Another aspect of this disclosure involves a computer sys-
tem that is configured to generate a test scenario template
based on similarity between descriptions associated with dif-
ferent organizations. The computer system includes a moni-
toring module that is configured to monitor users belonging to
different organizations to identify runs of test scenarios run
on software systems belonging to the different organizations.
The computer system also includes a processor that is con-
figured to receive a certain description of a certain organiza-
tion and descriptions of the different organizations. The pro-
cessor is also configured to identify, based on similarity
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between the certain description and the descriptions, similar
organizations that are similar to the certain organization.
Additionally, the processor is configured to identify arun of a
specific test scenario that is utilized by one or more of the
similar organizations. The computer system also includes a
template generator that is configured to generate the test
scenario template based on the run of the specific test sce-
nario, and a data cleaner that is configured to remove from the
test scenario template proprietary data associated with at least
one of the similar organizations. Optionally, the computer
system may include a customization module that is config-
ured to customize the test scenario template by adding to the
test scenario template proprietary data relevant to the certain
organization. Optionally, the computer system may include a
user interface that is configured to suggest to a user to run an
instantiation of the test scenario template.

One aspect of this disclosure involves a computer imple-
mented method for generating a test scenario template based
on similarity between setup files associated with different
organizations. Executing the method may involve performing
the following: Identifying runs of test scenarios run by users
on software systems that belong to the different organiza-
tions. Each organization of the different organizations is asso-
ciated with a different setup file customized for the organiza-
tion. Receiving the setup files and a certain setup file
associated with a certain organization. Identifying, based on
similarity between the certain setup file and the setup files,
similar organizations which are similar to the certain organi-
zation. Identifying a run of a specific test scenario that is
utilized by one or more of the similar organizations. Gener-
ating the test scenario template based on the run of the specific
test scenario. And removing from the test scenario template
proprietary data associated with at least one of the similar
organizations.

In one embodiment, executing the method may involve
monitoring activity of the users on software systems belong-
ing to the different organizations and providing data obtained
from the monitoring to be used for the identifying of the runs
of the test scenarios. In another embodiment, executing the
method may involve customizing the test scenario template
for the certain organization by adding to the test scenario
template proprietary data relevant to the certain organization.
In yet another embodiment, executing the method may
involve suggesting to a user to run an instantiation of the test
scenario template.

Another aspect of this disclosure involves a computer
implemented method for generating a test scenario template
based on similarity between descriptions of different organi-
zations. Executing the method may involve performing the
following: Monitoring users belonging to difterent organiza-
tions to identify runs oftest scenarios run on software systems
belonging to the different organizations. Receiving a certain
description of a certain organization and descriptions of the
different organizations. Identifying, based on similarity
between the certain description and the descriptions, similar
organizations that are similar to the certain organization.
Identifying a run of a specific test scenario that is utilized by
one or more of the similar organizations. Generating the test
scenario template based on the run of the specific test sce-
nario. And removing from the test scenario template propri-
etary data associated with at least one of the similar organi-
zations.

One aspect of this disclosure involves a non-transitory
computer-readable medium for use in a computer to generate
a test scenario template based on similarity between descrip-
tions of different organizations. The computer includes a
processor, and the non-transitory computer-readable medium
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4

includes the following program code: Program code for
monitoring users belonging to different organizations to iden-
tify runs of test scenarios run on software systems belonging
to the different organizations. Program code for receiving a
certain description of a certain organization and descriptions
of'the different organizations. Optionally, the certain descrip-
tion comprises a field of operation of the certain organization.
Program code for identifying, based on similarity between the
certain description and the descriptions, similar organizations
that are similar to the certain organization. Program code for
identifying a run of a specific test scenario that is utilized by
one or more of the similar organizations. Program code for
generating the test scenario template based on the run of the
specific test scenario. Optionally, the specific test scenario
was not available in any test suite of the certain organization
prior to generating the test scenario template. And program
code for removing from the test scenario template proprietary
data associated with at least one of the similar organizations.
In one embodiment, the non-transitory computer-readable
medium also stores program code for customizing the test
scenario template for the certain organization.

BRIEF DESCRIPTION OF THE DRAWINGS

The embodiments are herein described, by way of example
only, with reference to the accompanying drawings. In the
drawings:

FIG. 1 illustrates one embodiment of a computer system
configured to generate a test scenario template based on simi-
larity between setup files associated with different organiza-
tions;

FIG. 2 illustrates one embodiment of a computer system
configured to generate a test scenario template based on simi-
larity between descriptions associated with different organi-
zations;

FIG. 3 illustrates one embodiment of a computer imple-
mented method for generating a test scenario template based
on similarity between setup files associated with different
organizations;

FIG. 4 illustrates a computer implemented method for
generating a test scenario template based on similarity
between descriptions with different organizations;

FIG. 5 illustrates one embodiment of a computer system
configured to generate a test scenario template from data
collected from users running test scenarios to test vendor-
customized packaged application modules;

FIG. 6 illustrates similar modules detected based on
descriptions of two organizations;

FIG. 7 illustrates one embodiment of a computer imple-
mented method for generating a test scenario template from
data collected from users running test scenarios to test ven-
dor-customized packaged application modules;

FIG. 8A illustrates a combination of system modules that
may be used in embodiments described in this disclosure;

FIG. 8B illustrates a combination of system modules that
may be used in embodiments described in this disclosure;

FIG. 8C illustrates a combination of system modules that
may be used in embodiments described in this disclosure;

FIG. 8D illustrates a combination of system modules that
may be used in embodiments described in this disclosure;

FIG. 8E illustrates a combination of system modules that
may be used in embodiments described in this disclosure;

FIG. 8F illustrates a combination of system modules that
may be used in embodiments described in this disclosure; and
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FIG. 8G illustrates one embodiment of sending the tem-
plate generator to a user interface.

DETAILED DESCRIPTION

The term “transaction” is defined as a computer program,
such as SAP ERP transaction or Oracle Application Form. In
one example, a transaction may enable a user to access a
certain functionality and/or may be called by filling its code in
a box in a screen and/or by selecting it from a menu. In
another example, a transaction is a logical portion of work,
performed by a processor, involving the execution of one or
more SQL statements.

The term “test step” refers to one or more actions per-
formed via a User Interface (UI) as part of running a test
scenario. In some cases, performing actions via a user inter-
face may be achieved by interacting with the user interface,
and/or by interacting with an Application Program Interface
(API) related to the user interface.

The terms “a description of a run of a test scenario”, also
referred to as “a run of a test scenario”, refer to data pertaining
to running a test scenario on a software system (e.g., inputs,
outputs, and/or intermediate data generated prior to running
the test scenario, data generated during its run, and/or data
generated as a result of running the test scenario). In one
example, a run of test scenario may be obtained from moni-
toring a user running the test scenario on a software system. In
the interest of brevity, in this disclosure, a term like “run of a
test scenario” may be replaced with the shorter “run”, where
it is clear from the context. A run of a test scenario may be
referred to as being “run by a user”. This means that data
included in the run of'the test scenario is related to, or gener-
ated from, activity of the user on a software system, in which
test steps of the test scenario were executed. Optionally, at
least some of the data included in the run of the test scenario
is derived from monitoring the activity of the user, which is
related to execution of the test steps. Additionally, a run of a
test scenario may be referred to as being associated with an
organization, meaning that the run of the test scenario was run
by a user belonging to the organization. Optionally, the user
belonging to the organization ran the test scenario, at least in
part, on a software system that belongs to the organization.
Moreover, if it is mentioned, for example, that runs of test
scenarios are received or clustered, it is meant that the objects
being received may be processed descriptions of the runs of
test scenarios (e.g., describing various attributes of the runs of
the test scenarios), and not necessarily the actual raw
recorded data that was initially obtained from monitoring
users running the test scenarios.

A run of a test scenario may be considered an instantiation
of'the test scenario. That is, a certain test scenario may be run
several times. For example, a test scenario may be run by
different users, run on different systems, and/or run by the
same user on the same system at different times. Each time the
test scenario is run, that may be considered an event of instan-
tiating the test scenario, and each run of the test scenario may
be considered an instantiation of the test scenario.

In some embodiments, runs of test scenarios are identified
from data obtained from monitoring users. Optionally, moni-
toring users may involve detecting, recording, and/or analyz-
ing information entered by the users to computer systems
and/or information presented to the users by the computer
systems. Additionally or alternatively, monitoring may
involve logging programs that were executed by the users,
values utilized by the programs, memory content of programs
and/or network traffic related to activities taken by the users.
Optionally, a run of a test scenario may include data obtained
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6

from monitoring that underwent processing, summarization
and/or analysis. Thus, a run of a test scenario need not nec-
essarily include all data obtained from monitoring the run-
ning of the test scenario, and/or include data obtained from
the monitoring in the same form as it was originally collected
in.

A run of a test scenario may include descriptions of various
aspects of running the test scenario such as: (i) the identity
and/or composition (e.g., field types and/or identifiers) of a
user interface (UI) screens the user manipulated and/or was
exposed to while running the test scenario; (ii) user interac-
tions with a system (e.g., actions performed by the user) (iii)
transactions executed; (iii) behavior of the system during the
test scenario (e.g., content of network transmissions, proce-
dure calls, requests made to components of the system); and/
or (iv) representations of the state of the system at various
stages before, during, and/or after the test scenario is run.
Additionally, a run of a test scenario may include data
extracted from the test scenario and/or template of which the
run is an instantiation. For example, the run may include
values taken from a script according to which the run is
executed and/or default values that appeared in template of
which the run is an instantiation. The run may even include
portions, or the entire scope, of the test scenario and/or the
template of which the run is an instantiation.

A test scenario that is run by a user may be characterized
according to its degree of automation, depending on type of
involvement required of the user. In cases where the user is
required to enter most of the values (e.g., field values on a
screen), the run of the test scenario may be considered to be a
manual run. In other cases, where the system provides some
of'the values (e.g., automatically fills values in no more than
95% of the fields on a screen/transaction/business process),
but the user is still required to provide other values (e.g. enter
values to fields that remain without values in the screen/
transaction/business process), the run of the test scenario may
be considered to be a semiautomatic run. In cases where little
to no user intervention is needed (e.g., the script for running
atestincludes more than 95% of'the values to be entered to the
UT for the test, and is read by the system), the run of the test
scenario may be considered to be an automatic run.

The term “test scenario template” refers to a model accord-
ing to which a test scenario may be structured. A test scenario
template may include one or more test steps, which instruct a
user on an action to perform as part of the test, such as where
to enter a value, what button to push, what screen to select, or
what transaction to run. Optionally, a test scenario template
may include one or more default values used for running an
instantiation of the test scenario template (e.g., default values
for certain fields in a screen). Additionally or alternatively, a
test scenario template may be missing one or more values that
are required for running an instantiation of the test scenario
template; in such a case, a user running the instantiation of a
template may provide the one or more missing values. In the
interest of brevity, in this disclosure, a term like “test scenario
template” may be replaced with the shorter “template”, where
it is clear from the context.

A run of a test scenario based on a test scenario template
may be considered an instantiation of the test scenario tem-
plate. For example, different users may run test scenarios
based on a certain template; each time one of the users runs a
test scenario based on the certain template, the corresponding
run of that test scenario is considered an instantiation of the
certain template. Similarly, if a user runs multiple test sce-
narios based on a template, where each time a test scenario
was run it was run on a same software system, each of the runs
of the test scenarios is considered a separate instantiation of
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the certain template. Optionally, a test scenario template may
be considered associated with an organization if a user
belonging to the organization ran an instantiation of the tem-
plate and/or is intended to run an instantiation of the template.
Additionally or alternatively, a test scenario template may be
considered associated with an organization if the template
was generated based on one or more runs of test scenarios that
are associated with the organization.

As used herein, the term “software system” refers to a
computer system that has software components (e.g., soft-
ware modules that include programs). A software system may
involve hardware (e.g., servers with processors) on which the
software may run. The hardware may be dedicated hardware
for the software system (e.g., servers sitting at an organization
to which the software systems belong). Additionally or alter-
natively, hardware involved in a software system may be
allocated on demand (e.g., cloud-based servers that are uti-
lized by the software system as needed by it).

FIG. 1 illustrates one embodiment of a computer system
configured to generate a test scenario template based on simi-
larity between setup files associated with different organiza-
tions. The computer system includes at least a test identifier
181, a processor 182, a template generator 184, and a data
cleaner 186.

The test identifier 181 is configured to identify runs of test
scenarios run by users on software systems that belong to the
different organizations. In this embodiment, each organiza-
tion of the different organizations is associated with a differ-
ent setup file customized for the organization.

The processor 182 is configured to receive the setup files
1815 that are associated with the different organizations and
a certain setup file 181qa that is associated with a certain
organization. The processor 182 is also configured to identify,
based on similarity between the certain setup file 181a and the
setup files 1815, similar organizations, from among the dif-
ferent organizations, which are similar to the certain organi-
zation.

In one embodiment, an organization may be considered
similar to the certain organization if the similarity between
the certain setup file 181a and a setup file of the organization
exceeds a predetermined threshold. For example, the number
of configuration elements that are common to both setup files
reaches a predetermined threshold (e.g., 40% of the configu-
ration elements in the certain setup file are also present in the
setup file of the organizations, and vice versa).

In another embodiment, a predetermined proportion of the
different organizations that have the most similar setup files to
the certain setup file 181a are considered similar to the certain
organization. For example, the top 20% of the different orga-
nizations that have the most similar setup files are considered
similar to the certain organization.

The processor 182 is also configured to identify a run of a
specific test scenario that is utilized by one or more of the
similar organizations. Optionally, selection of the run of the
specific test scenario is based on the certain setup file 181a4.
For example, based on the certain setup file 181a, it may be
determined which modules and/or business processes are
utilized by the certain organization, and the specific test sce-
nario involves one or more of those modules and/or business
processes. Optionally, selection of the run of the specific test
scenario is based on a profile of the certain organization
which indicates which business processes and/or modules it
typically utilizes.

In one embodiment, the run of the specific test scenario is
a run by a user belonging to an organization with a setup file
that has high similarity to the certain setup file 181a. Option-
ally, the run of the specific test scenario is a run by a user
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belonging to an organization with a setup file that has highest
similarity to the certain setup file 181a.

In another embodiment, the specific test scenario is a test
scenario widely utilized by the similar organizations. For
example, of all the test scenarios which have instantiated runs
identified by the test identifier 181, the specific test scenario is
one that has instantiated runs associated with the largest num-
ber of similar organizations. In another example, the specific
test scenario is a test scenario that has a large number of
instantiations of runs that are associated with one or more of
the similar organizations. For example, there are at least 100
different runs of the specific test scenario that are associated
with organizations belonging to the similar organizations.

The template generator 184 is configured to generate the
test scenario template based on the run of the specific test
scenario. Optionally, the template identifies a transaction
used in the run of the specific test scenario, and possible
values for running the transaction. For example, the template
may include identifiers of transactions and/or code that run
the transactions. Additionally, the template may include val-
ues for running the transaction such as default input values
that the transaction can use.

The data cleaner 186 is configured to remove from the test
scenario template proprietary data associated with at least one
of'the similar organizations. Additionally or alternatively, the
data cleaner 186 may be configured to remove proprietary
data from the run of the specific test scenario. Optionally,
most output fields of the run of the specific test scenario are
removed, and as a result, the test scenario template does not
include expected values for most test steps. Optionally, the
output fields may be removed by the data cleaner 186, the
template generator 184, a customization module 188, and/or
by another suitable module or combination of modules.

In one embodiment, a value in the test scenario template
may be considered proprietary and consequently removed
from the template. Optionally, the proprietary value is
removed by the data cleaner 186 and/or a different module
such as the template generator 184. Optionally, a decision on
whether a value is proprietary may be based on atleast one of:
a number of the runs of test scenarios that include the value,
and a number of different organizations associated with the
runs of the test scenarios in which the value appears. Option-
ally, if the number of runs in which the value appears is below
a certain threshold and/or the number of organizations asso-
ciated with runs in which the certain value appears is below a
certain threshold then the data cleaner 186 may remove the
certain value from the template. Optionally, the data cleaner
186 may enable or restrict the customization module 188
from utilizing a certain value based on whether or not the
certain value is considered proprietary.

Inone embodiment, the specific test scenario was not avail-
able in any test suite of the certain organization prior to
generating the test scenario template. Thus, the generated
template may enable testing of new aspects of a system of the
certain organization that were not tested before.

In one embodiment, the computer system also optionally
includes a customization module 188 that is configured to
customize the test scenario template by adding to the test
scenario template proprietary data relevant to the certain
organization. Optionally, the customization module is con-
figured to utilize data included in the certain setup file 181a to
customize the test scenario template. For example, the certain
setup file 181a may include organizations-specific values that
may be utilized as default values when running instantiations
of the template.

In one embodiment, the computer system also optionally
includes a user interface 189 that is configured to suggest to a
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user to run an instantiation of the test scenario template.
Optionally, the user belongs to the certain organization.

In one embodiment, the processor 182 is also configured to
receive usage data associated with the certain organization,
and utilize the usage data to identify the run of the specific test
scenario. For example, the usage data may indicate which
modules, business processes, and/or transactions are utilized
by the certain organization and/or extent at which the certain
organization utilizes certain modules, business processes,
and/or transactions. This data may be used to guide the selec-
tion of a specific test scenario that involves similar modules,
business processes, and/or transactions to the ones that are
utilized by the certain organization.

In one embodiment, the computer system also includes a
monitoring module 180 that is configured to monitor the users
100 belonging to the different organizations to identify runs
of test scenarios run on software systems belonging to the
different organizations.

In one embodiment, the processor 182 is also configured to
identify a second run of the specific test scenario, and the
template generator 184 is also configured to generate the test
scenario template based on the second run. The generated test
scenario template identifies a transaction used by the run of
the specific test scenario the second run of the specific test
scenario, and possible values for running the transaction.
Optionally, at least one of the possible values for running the
transaction does not appear in each of the run of the specific
test scenario the second run of the specific test scenario.
Optionally, the test scenario template includes a combination
of values, which does not appear in any of the run of the
specific test scenario the second run of the specific test sce-
nario.

In another embodiment, the processor 182 is also config-
ured to identify a second run of a second test scenario, and the
template generator 184 is also configured to generate the test
scenario template based on the second run. The generated test
scenario template identifies a transaction used by the run of
the specific test scenario the second run of the specific test
scenario, and possible values for running the transaction.
Optionally, at least one of the possible values for running the
transaction does not appear in each of the run of the specific
test scenario the second run of the second test scenario.
Optionally, the test scenario template includes a combination
of values which does not appear in any of the run of the
specific test scenario the second run of the second test sce-
nario.

In one embodiment, a setup file is a source of information
(e.g., program code and/or a data file), that may be used to
control and/or customize a software system. In one example,
a setup file may be used to define the way a business process
works. Business processes are often designed and/or devel-
oped in a parametric way; the setup file may contain values for
many system parameters that can be set in order to define how
the system behaves. In another example, a setup file may
indicate which screens are to be utilized in a business process,
and/or the layout and/or content of screens; for instance, field
names, field locations, and/or field values that are to appear in
screens. In yet another example, a setup file may indicate
logic that links between screens (e.g., logic that controls the
transition between various screens when a user is interacting
with the software system). In this example, the logic may be
implicitly stated (e.g., by including code that realizes the
logic and/or values that are used by the logic) and/or the logic
may be in the form of indicating certain programs and/or
procedures that may utilized to control the flow of the execu-
tion of the software system.
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In one embodiment, a setup file does not necessarily store
all information that defines how a system behaves. For
example, a setup file may or may not include user permis-
sions. Thus, while in some cases user permissions (e.g.,
access permission to resources) may be stored at a server end
(e.g., a server from which a resource may be accessed), while
the setup file may be stored on the client end (e.g., on a
software system of an organization). In another example, a
setup file may or may not store information related to back-
ing-up data on a system. Optionally, a back-up policy for the
system may be stored on an external system which stores the
backed-up files.

In one embodiment, similarity of setup files is determined
according certain values described in the setup files. Thus,
based on modules, business processes, and/or transactions
that are mentioned in setup files and/or values associated with
the modules, business processes, and/or transactions, it may
be determined if two setup files are similar and/or a degree of
their similarity. In one example, two setup files may be con-
sidered similar if a certain module or business process is
mentioned in both. In another example, a degree of similarity
between two setup files is proportional to the overlap of
business processes mentioned in the two setup files. Thus,
two setup files may be considered similar if the overlap of
business processes described in both setup file exceeds a
predetermined threshold.

In another embodiment, setup files are treated as docu-
ments, and determining similarity between setup files is done
utilizing natural language and/or semantic analysis methods.
For example, setups file may be represented as a “bag of
words”, e.g., in a vector representation, and various methods
such as latent semantic analysis may be used to find similar
setup files and/or determine the level of similarity between
setup files.

In some embodiments, setup files may become quite large,
e.g., encompassing many business processes and containing
many values. Thus, it may quite difficult to compare these
large and potentially diverse objects, making it unlikely to
find two setup files that are similar enough throughout. How-
ever, certain portions of the setup files may be similar. For
example, two setup files may primarily involve difterent mod-
ules, however, the portions in the two setup files that happen
to involve the same modules may be quite similar. Optionally,
given a run of a test scenario, subsets of setup files that are
relevant to the run are selected and compared in order to
determine similarity of the setup files. For example, given a
run, the specific business processes involved in the run are
identified, and setup files are compared with respect to a
subset of their values that is related to the specific business
processes. Restricting the comparison of the setup files to
certain subsets of the files can both may the comparisons
more computationally tractable and increase the chances of
finding similar setup files.

In one embodiment, usage data associated with the certain
organization is received and utilized for identifying the simi-
lar organizations similar to the certain organization. Option-
ally, the usage data includes data pertaining to one or more
module and/or business process utilized by the certain orga-
nization. Additionally or alternatively, the usage data may
include one or more run of a test scenario associated with the
certain organization. Based on the usage data, similarity
between the setup file of the certain organization and the files
of'the different organizations can be determined with respect
to the usage data. This enables the detection of organizations
that are similar to the certain organization with respect to the
usage data.
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In one example, the usage data is received from monitoring
the certain organization. Activities recorded in the usage data,
such as a listing of executed transactions, may be compared
with the activities that characterize a run of a test scenario that
is utilized by one or more of the similar organizations. If the
comparison results in a close hit, the test scenario is consid-
ered to be utilized by the certain organization; if the compari-
son does not result in a close hit, the test scenario is consid-
ered not to be utilized by the certain organization.

Itis to be noted that different embodiments may implement
components of the computer system illustrated in FIG. 1 in
different ways. For example, in some embodiments one or
more of the following may be implemented as software mod-
ules running on the processor 182: the monitoring module
180, the test identifier 181, the template generator 184, the
data cleaner 186, the customization module 188, and the user
interface 189. Additionally, one or more of the aforemen-
tioned components may be implemented on a remote server,
such as a cloud-based server. Optionally, one or more of the
aforementioned modules may be realized, at least in part, by
the same software module.

In one example, the customization module 188 and/or the
data cleaner 186 are both implemented as part of the template
generator 184. In another example, the test identifier 181 and
the monitoring module 180 are realized by the same software
module that both performs monitoring and analyzes data
obtained from the monitoring in order to identify the runs of
the test scenarios. In another example, the monitoring module
180 is realized at least in part as a software module that runs
on software systems with which the users interact in order to
run the test scenarios. The test identifier 181, may be imple-
mented at least in part as a remote service (e.g., a cloud-based
service) that receives data obtained from the monitoring.

In one embodiment, the test scenario template undergoes
customization by the customization module 188 prior to
removal of proprietary data from the template by the data
cleaner 186. In another embodiment, the order is reversed:
proprietary data is removed from the template by the data
cleaner 186, and then the template is customized by the cus-
tomization module 188. In still another embodiment, custom-
izing the template and removing proprietary data from it are
performed by the same software module. Optionally, the soft-
ware module utilizes the certain setup file 181a and/or the
setup files 1815 to determine which proprietary data needs to
be removed from the template, and which proprietary data
should be added to the template when customizing it.

FIG. 2 illustrates one embodiment of a computer system
configured to generate a test scenario template based on simi-
larity between descriptions associated with different organi-
zations. The illustrated embodiment includes at least a moni-
toring module 190, a processor 192, a template generator 194,
and a data cleaner 196.

The monitoring module 190 is configured to monitor users
100 belonging to different organizations to identify runs of
test scenarios run on software systems belonging to the dif-
ferent organizations. Optionally, the monitoring is done at
least in part on the software systems belonging to the different
organizations. For example, the monitoring module 190
includes modules that are installed on the software systems of
the different organizations and collects data generated while
the users 100 are running the test scenarios. Additionally or
alternatively, the monitoring module 190 may operate
remotely from the software systems of the different organi-
zations. For example, the monitoring module may be imple-
mented, at least in part, using programs running on a cloud-
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based server that receive information related to activity of the
users 100 on the software systems of the different organiza-
tions.

The processor 192 is configured to receive a certain
description 1914 of a certain organization and descriptions
19154 of the different organizations. For example, the certain
description 191a may include a field of operation of the
certain organization. The processor 192 is also configured to
identify, based on similarity between the certain description
191a and the descriptions 1915, similar organizations that are
similar to the certain organization.

In one embodiment, an organization may be considered
similar to the certain organization if the similarity between
the certain description 191a and a description of the organi-
zation exceeds a predetermined threshold. In another embodi-
ment, a predetermined proportion of the different organiza-
tions that have the most similar descriptions to the certain
description 191a are considered similar to the certain organi-
zation. For example, the top 20% of the different organiza-
tions that have the most similar descriptions are considered
similar to the certain organization.

The processor 192 is also configured to identify a run of a
specific test scenario that is utilized by one or more of the
similar organizations. Optionally, selection of the run of the
specific test scenario is based on the description 191a. For
example, based on the certain description 191a, it may be
determined which modules and/or business processes are
utilized by the certain organization, and the specific test sce-
nario involves one or more of those modules and/or business
processes. Optionally, selection of the run of the specific test
scenario is based on a profile of the certain organization
which indicates which business processes and/or modules it
typically utilizes.

In one embodiment, the run of the specific test scenario is
arunby a user belonging to an organization with a description
that has high similarity to the certain description 191a.
Optionally, the run of the specific test scenario is a run by a
user belonging to an organization with a description that has
highest similarity to the certain description 191a.

In another embodiment, the specific test scenario is a test
scenario widely utilized by the similar organizations. For
example, of all the test scenarios which have instantiated runs
identified by the monitoring module, the specific test scenario
is one that has instantiated runs associated with the largest
number of similar organizations. In another example, the
specific test scenario is a test scenario that has a large number
of instantiations of runs that are associated with one or more
of the similar organizations. For example, there are at least
100 different runs of the specific test scenario that are asso-
ciated with organizations belonging to the similar organiza-
tions.

In one example, the certain description 191a of the certain
organization comprises usage data associated with the certain
organization, and the processor 192 is further configured to
utilize the usage data to identify the run of the specific test
scenario. For example, the usage data may mention certain
business processes, and the processor 192 may inspect the
runs of various test scenarios to detect a run of a specific test
scenario that involves the certain business processes. Option-
ally, if two descriptions that include usage data may be con-
sidered similar if they both describe usage of a certain number
of business processes. For example, if the two descriptions
have an overlap of at least 25% in the business processes they
described, they may be considered similar. In another
example, if two descriptions have at least 50 business pro-
cesses in common, they may be considered similar.
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The template generator 194 is configured to generate the
test scenario template based on the run of the specific test
scenario. Optionally, the template identifies a transaction
used in the run of the specific test scenario, and possible
values for running the transaction. For example, the template
may include identifiers of transactions and/or code that runs
the transactions. Additionally, the template may include val-
ues for running the transaction such as default input values
that the transaction can use.

The data cleaner 196 is configured to remove from the test
scenario template proprietary data associated with at least one
of'the similar organizations. Additionally or alternatively, the
data cleaner 196 may be configured to remove proprietary
data from the run of the specific test scenario. Optionally,
most output fields of the run of the specific test scenario are
removed, and as a result, the test scenario template does not
include expected values for most test steps. Optionally, the
output fields may be removed by the data cleaner 196, the
template generator 194, a customization module 197, and/or
by another suitable module or combination of modules.

In one embodiment, a value in the test scenario template
may be considered proprietary and consequently removed
from the template. Optionally, the proprietary value is
removed by the data cleaner 196. Optionally, a decision on
whether a value is proprietary may be based on atleast one of:
a number of the runs of test scenarios that include the value,
and a number of different organizations associated with the
runs of the test scenarios in which the value appears. Option-
ally, if the number of runs in which the value appears is below
a certain threshold and/or the number of organizations asso-
ciated with runs in which the certain value appears is below a
certain threshold then the data cleaner 196 may remove the
certain value from the template. Optionally, the data cleaner
196 may enable or restrict the customization module 197
from utilizing a certain value based on whether or not the
certain value is considered proprietary.

In one embodiment, the specific test scenario was not avail-
able in any test suite of the certain organization prior to
generating the test scenario template. Thus, the generated
template may enable testing of new aspects of a system of the
certain organization that were not tested before.

In one embodiment, the computer system also includes the
customization module 197 that is configured to customize the
test scenario template by adding to the test scenario template
proprietary data relevant to the certain organization. Option-
ally, the customization module is configured to utilize data
included in the certain description 191a to customize the test
scenario template. For example, the certain description 191a
may include organizations-specific values that may be uti-
lized as default values when running instantiations of the
template.

In one embodiment, the computer system also includes a
user interface 198 that is configured to suggest to a user to run
an instantiation of the test scenario template. Optionally, the
user belongs to the certain organization.

In one embodiment, a description of an organization (e.g.,
the certain description 191a¢) may include information char-
acterizing the organization and/or systems belong to it. For
example, languages used by users belonging to the organiza-
tion, location of the organization, size of the organization,
and/or a field of operation of the organization (e.g., insurance,
defense, communications, etc.) For example, the location of
the organization may change the behavior and logic of a
screens; e.g., tax rules change between countries, and the
related screens presented to users may reflect the differences
in tax rules. In one example, organizations in the same field of
operation are considered similar. Alternatively, organizations
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in the same field of operation and having approximately the
same number of employees are considered similar.

In another embodiment, a description of an organization
may include permissions and/or authorizations relevant to a
system of the organization. Such information may assist in
selecting relevant test scenarios for the certain organization
(e.g., a test scenario that involves specific procedures and/or
modules that are utilized by the certain organization). For
example, organizations that implement similar organizational
hierarchies and/or security procedures may be considered
similar (e.g., organizational hierarchies and/or security pro-
cedures may be reflected in listings of permissions included
in the descriptions).

In yet another embodiment, a description of an organiza-
tion (e.g., the certain description 191a) describes usage infor-
mation of the organization; for example, information pertain-
ing to modules and/or business processes utilized by the
certain organization. Optionally, the usage information
includes runs of test scenarios and/or the usage information is
derived from analysis of runs of test scenarios. In one
example, organizations that have a certain number of modules
in common (e.g., at least 100 software modules are the same),
and/or a certain proportion of their modules in common (e.g.,
at least 50% of the software modules used by the organiza-
tions), are considered similar. In another example, organiza-
tions that have instantiations of the same test scenarios asso-
ciated with them are considered similar. For example, if for
two organizations, at least 10% of the runs of test scenarios
associated with each organization are instantiated from the
same test scenarios, then the two organizations may be con-
sidered similar.

Determining similarity of the certain organization to the
different organization may be based on one or more of the
aforementioned factors. For example, similarity may be
based both on field of operation of the organizations and
usage data of the organizations. In another example, both
usage data and lists of modules utilized by each organization
and descriptions of screens in business processes utilized by
each organization are used to determine the similarity.

In some embodiments, the certain description 191a and the
descriptions 1915 may be converted to feature values.
Optionally, the feature values may be represented as vectors.
In one example, similarity between vectors representing
descriptions is determined based on vector similarity metrics
such as got-product or Pearson correlation. In another
example, similarity is determined based on proximity in a
space of the vectors. For example, a nearest neighbor search
may be performed to find similar vectors. Optionally, a cer-
tain number of organizations with corresponding vectors that
are most similar to a vector representing the certain descrip-
tion 191a are considered similar to the certain organization.
Optionally, organizations whose corresponding vector is
within a certain distance (e.g., within a certain radius) from a
vector representing the certain description 191a, are consid-
ered similar to the certain organization.

In one embodiment, the processor 192 is also configured to
identify a second run of the specific test scenario, and the
template generator 194 is also configured to generate the test
scenario template based on the second run. The generated test
scenario template identifies a transaction used by the run of
the specific test scenario and the second run of the specific test
scenario, and possible values for running the transaction.
Optionally, at least one of the possible values for running the
transaction does not appear in each of the runs. Optionally, the
test scenario template includes a combination of values which
does not appear in any of the runs.
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In another embodiment, the processor 192 is also config-
ured to identify a second run of a second test scenario (that is
different from the specific test scenario), and the template
generator 194 is also configured to generate the test scenario
template based on the second run. The generated test scenario
template identifies a transaction used by the runs, and pos-
sible values for running the transaction.

Itis to be noted that different embodiments may implement
components of the computer system illustrated in FIG. 2 in
different ways. For example, in some embodiments one or
more of the following may be implemented as software mod-
ules running on the processor 192: the monitoring module
190, the template generator 194, the data cleaner 196, the
customization module 197, and the user interface 198. Addi-
tionally, one or more of the aforementioned components may
be implemented on a remote server, such as a cloud-based
server. Optionally, one or more of the aforementioned mod-
ules may be realized, at least in part, by the same software
module.

In one example, the customization module 197 and/or the
data cleaner 196 are both implemented as part of the template
generator 194. In another example, the monitoring module
190 is realized at least in part as a software module that runs
on Additionally, the monitoring module 190, may be imple-
mented at least in part as a remote service (e.g., a cloud-based
service) that receives data obtained from the monitoring.

In one embodiment, the test scenario template undergoes
customization by the customization module 197 prior to
removal of proprietary data from the template by the data
cleaner 196. In another embodiment, the order is reversed:
proprietary data is removed from the template by the data
cleaner 196, and then the template is customized by the cus-
tomization module 197. In still another embodiment, custom-
izing the template and removing proprietary data from it are
performed by the same software module. Optionally, the soft-
ware module utilizes the certain description 191a and/or the
descriptions 1915 to determine which proprietary data needs
to be removed from the template, and which proprietary data
should be added to the template when customizing it.

FIG. 3 illustrates one embodiment of a computer imple-
mented method for generating a test scenario template based
on similarity between setup files associated with different
organizations. The illustrated embodiment includes the fol-
lowing steps:

In step 200, identifying runs of test scenarios run by users
on software systems that belong to the different organiza-
tions. Each organization of the different organizations is asso-
ciated with a different setup file customized for the organiza-
tion.

In step 201, receiving the setup files and a certain setup file
associated with a certain organization.

In step 202, identifying, based on similarity between the
certain setup file and the setup files, similar organizations
which are similar to the certain organization.

In step 203, identifying a run of a specific test scenario that
is utilized by one or more of the similar organizations.

In step 204, generating the test scenario template based on
the run of the specific test scenario. Optionally, the specific
test scenario was not available in any test suite of the certain
organization prior to generating the test scenario template.

And in step 205, removing from the test scenario template
proprietary data associated with at least one of the similar
organizations. Optionally, not all the proprietary data associ-
ated with at least one of the similar organizations is removed.
Therefore, after removing from the test scenario template
proprietary data associated with at least one of the similar
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organizations, the test scenario template may still contain
certain proprietary data associated with at least one of the
similar organizations.

In one embodiment, the computer implemented method
includes an additional optional step 206, which involves cus-
tomizing the test scenario template by adding to the test
scenario template proprietary data relevant to a user. Addi-
tionally, the computer implemented method may include an
additional optional step 207 involving suggesting to the user
to run an instantiation of the test scenario template. For
example, the user interface 189 may utilized to present the
template to a user belonging to the certain organization.

In one embodiment, customizing the test scenario template
in step 206 involves utilizing data included in the certain setup
file 1814 for customizing the test scenario template for the
certain organization. For example, values included in the
certain setup file 181a may be placed in the template instead
of values that came from runs associated with other organi-
zations.

In another embodiment, customizing the test scenario tem-
plate for the certain organization in step 206 also involves
guiding a user to provide proprietary data relevant to the
certain organization. Optionally, guiding the user to provide
proprietary data may involve: providing to the user the test
scenario template from which proprietary data associated
with at least one of the similar organizations was removed,
prompting the user to provide missing values, and recording
the user inputs. Optionally, customizing the test scenario
template for the certain organization is done by adding at least
one of the recorded user inputs to the test scenario template
from which proprietary data associated with at least one of the
similar organizations was removed. Optionally, guiding the
user to provide proprietary data comprises semiautomatic
execution of an instantiation of the test scenario template
from which proprietary data associated with at least one of the
similar organizations was removed.

In one embodiment, the computer implemented method
illustrated in FIG. 3 includes an additional optional step of
receiving proprietary data associated with a certain user. Cus-
tomizing the test scenario template for the certain organiza-
tion may then take place by adding to the test scenario tem-
plate at least some of the received proprietary data associated
with the certain user. Optionally, the received proprietary data
associated with the certain user is generated from previously
recorded runs of test scenarios associated with the certain
user. Optionally, the received proprietary data associated with
the certain user is generated by parsing manual test scenarios
associated with the certain user. Optionally, the received pro-
prietary data associated with the certain user is generated
from analysis of a database of the software system associated
with the certain user. For example, analyzing the database
system may yield certain values associated with the certain
user that may be used for customizing the template.

In one embodiment, step 205 which involves removing
from the test scenario template proprietary data includes
selecting a value derived from the test scenario template.
Following that, removing the selected value from the test
scenario template if the selected value appears in less than a
first predetermined number of the runs of test scenarios or the
selected value appears in runs of test scenarios associated
with less than a second predetermined number of different
organizations. In this embodiment, both the first predeter-
mined number and the second predetermined number are
greater than one.

In another embodiment, step 205 which involves removing
from the test scenario template proprietary data includes:
selecting a value appearing in the run of the specific test
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scenario; testing whether the value appears in at least a first
predetermined number of the runs of the test scenarios; test-
ing whether the value appears in runs that are associated with
at least a second predetermined number of different organi-
zations; and if both conditions are positive, enabling customi-
zation of the test scenario template to utilize the selected
value. Optionally, if at least one of the aforementioned con-
ditions is negative, customization of the test scenario template
is not allowed to utilize the selected value.

In one embodiment, the computer implemented method
includes an additional optional step 199, which involves
monitoring the users belonging to different organizations and
providing data collected in the monitoring for the identifying
of the runs of test scenarios.

In one embodiment, the computer implemented method
illustrated in FIG. 3 includes an additional optional step that
involves receiving usage data associated with the certain
organization. Optionally, the usage data is utilized for iden-
tifying the run of the specific test scenario. Additionally or
alternatively, the usage data may be utilized for identifying
the similar organizations which are similar to the certain
organization. In one example, usage data may be used to
identify business processes utilized by the certain organiza-
tion, database tables accessed by the certain organization,
procedures and/or transactions executed by users belonging
to the certain organization, and/or screens and/or forms uti-
lized by the certain organization.

In one embodiment, the usage data is received from moni-
toring users belonging to the certain organization. The activi-
ties recorded in the usage data are compared with activities
that characterize a test scenario utilized by one or more of the
similar organizations (e.g., users belonging to the one or more
similar organizations ran instantiations of the test scenario). If
the comparison results in a close hit, the test scenario may be
considered to be utilized by the certain organization; if the
comparison does notresultin a close hit, the test scenario may
be considered not to be utilized by the certain organization.

In one embodiment, the computer implemented method
illustrated in FIG. 3 includes an additional optional step that
involves identifying an organization that is most similar to the
certain organization, and selecting a run of a test scenario
associated with the most similar organization as the run of the
specific test scenario. For example, an organization that has
the largest overlap in utilized business processes with the
certain organization (as determined from comparing setup
files), is identified. Following that, a test scenario that has
many runs associated with the identified organization is
selected as the specific test scenario.

In one embodiment, the computer implemented method
illustrated in FIG. 3 includes an additional optional step that
involves identifying a second run of the specific test scenario,
which is not utilized by the certain organization, and the
generating of the test scenario template is also based on the
second run of the specific test scenario. Additionally, the test
scenario template identifies a transaction used by the run of
the specific test scenario and the second run of the specific test
scenario, and possible values for running the transaction.
Optionally, at least one of the possible values for running the
transaction does not appear in each of the run of the specific
test scenario and the second run of the specific test scenario.
Optionally, the test scenario template includes a combination
of'the possible values, and the combination does not appear in
any of the run of the specific test scenario and the second run
of the

FIG. 4 illustrates a computer implemented method for
generating a test scenario template based on similarity
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between descriptions with different organizations. The illus-
trated embodiment includes the following steps:

In step 210, monitoring users belonging to different orga-
nizations to identify runs of test scenarios run on software
systems belonging to the different organizations.

In step 211, receiving a certain description of a certain
organization and descriptions of the different organizations.
Optionally, the certain description comprises a field of opera-
tion of the certain organization. Optionally, the certain
description and the descriptions include usage information.
In one example, usage identifies the business processes uti-
lized by the certain organization. In another example, usage
information identifies database tables accessed by the certain
organization and/or the different organization. In yet another
example, usage information may describe procedures, trans-
actions, screens, and/or forms utilized by the certain organi-
zation and/or the different organizations.

In step 212, identifying, based on similarity between the
certain description and the descriptions, similar organizations
that are similar to the certain organization.

In step 213, identifying a run of a specific test scenario that
is utilized by one or more of the similar organizations.
Optionally, the specific test scenario was not available in any
test suite of the certain organization prior to generating the
test scenario template.

In step 214, generating the test scenario template based on
the run of the specific test scenario

And in step 215, removing from the test scenario template
proprietary data associated with at least one of the similar
organizations. Optionally, not all the proprietary data associ-
ated with at least one of the similar organizations is removed.
Therefore, after removing from the test scenario template
proprietary data associated with at least one of the similar
organizations, the test scenario template may still contain
certain proprietary data associated with at least one of the
similar organizations.

In one embodiment, the method illustrated in FIG. 4 also
includes an optional step of identifying an organization that is
most similar to the certain organization. Additionally, identi-
fying the run of the specific test scenario in step 213 involves
selecting an instantiation of a test scenario associated with the
most similar organization as the run of the specific test sce-
nario.

In one embodiment, the method illustrated in FIG. 4 also
includes an optional step of identifying a second run of the
specific test scenario, which is not utilized by the certain
organization. Additionally, generating of the test scenario
template is also based on the second run of the specific test
scenario. The test scenario template identifies a transaction
used by the run of the specific test scenario and the second run
of the specific test scenario, and possible values for running
the transaction. Optionally, at least one of the possible values
for running the transaction does not appear in each of the run
of'the specific test scenario and the second run of the specific
test scenario. Optionally, the test scenario template includes a
combination of the possible values, and the combination does
not appear in any of the run of the specific test scenario and the
second run of the specific test scenario.

In one embodiment, the computer implemented method
includes an additional step 216, which involves customizing
the test scenario template by adding to the test scenario tem-
plate proprietary data relevant to a user. Additionally, the
computer implemented method may include an additional
step 217 involving suggesting to the user to run an instantia-
tion of the test scenario template. For example, the user inter-
face 198 may utilized to present the template to a user belong-
ing to the certain organization.
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In one embodiment, step 215 which involves removing
from the test scenario template proprietary data includes
selecting a value derived from the test scenario template.
Following that, removing the selected value from the test
scenario template if the selected value appears in less than a
first predetermined number of the runs of test scenarios or the
selected value appears in runs of test scenarios associated
with less than a second predetermined number of different
organizations. In this embodiment, both the first predeter-
mined number and the second predetermined number are
greater than one. Additionally or alternatively, removing from
the test scenario template proprietary data may also involve:
selecting a value appearing in the run of the specific test
scenario; testing whether the value appears in at least a first
predetermined number of the runs of the test scenarios; test-
ing whether the value appears in runs that are associated with
at least a second predetermined number of different organi-
zations; and if both conditions are positive, enabling customi-
zation of the test scenario template to utilize the selected
value. Optionally, if at least one of the aforementioned con-
ditions is negative, customization of the test scenario template
is not allowed to utilize the selected value.

In one embodiment, identifying the run of the specific test
scenario template involves clustering runs of test scenarios
associated with the similar organizations into clusters of simi-
lar runs of test scenarios. Following that, selecting a cluster
from the clusters of similar runs of test scenarios. For
example, the selected cluster may be selected from among the
larger clusters and/or it may be a one of the clusters contain-
ing runs of test scenarios associated with a large number of
the similar organizations. Additionally, generating the test
scenario template involves obtaining from the selected cluster
the run of the specific test scenario.

In one example, the run of the specific test scenario is a run
which returns the shortest distance according to a distance
function operating on runs of test scenarios belonging to the
selected cluster. Optionally, the distance function measures a
distance between pairs of runs of test scenarios in the selected
cluster, and a run having a minimal average distance from
other runs in the selected cluster is selected as the run of the
specific test scenario.

In another example, the specific test scenario is one of the
most popular test scenarios from among test scenarios with
runs belonging to the selected cluster. Optionally, popularity
of a test scenario is proportional to the number of users who
used it (i.e., ran it). Optionally, popularity of a test scenario is
proportional to the number of organizations that have users
who used it.

In one embodiment, a non-transitory computer-readable
medium stores program code that may be used by a computer
to generate a test scenario template based on similarity
between descriptions of different organizations. The com-
puter includes a processor, and the non-transitory computer-
readable medium stores the following program code:

Program code for monitoring users belonging to different
organizations to identify runs of test scenarios run on soft-
ware systems belonging to the different organizations.

Program code for receiving a certain description of a cer-
tain organization and descriptions of the different organiza-
tions. Optionally, the certain description comprises a field of
operation of the certain organization.

Program code for identifying, based on similarity between
the certain description and the descriptions, similar organiza-
tions that are similar to the certain organization.

Program code for identifying a run of a specific test sce-
nario that is utilized by one or more of the similar organiza-
tions.
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Program code for generating the test scenario template
based on the run of the specific test scenario. Optionally, the
specific test scenario was not available in any test suite of the
certain organization prior to generating the test scenario tem-
plate.

And program code for removing from the test scenario
template proprietary data associated with at least one of the
similar organizations.

In one embodiment, the non-transitory computer-readable
medium also stores program code for customizing the test
scenario template for the certain organization.

In some embodiments, vendor-customized packaged
application modules are modules designed and developed to
include many options and possibilities in various aspects
which can be customized. During the installation and imple-
mentation at a customer, the modules may be customized.
One possibility to implement a customization to a module is
by developing additional code which is added as part of the
packaged application. Optionally, the additional code is orga-
nization-specific and/or developed by the organization.
Another possibility to implement a customization is via set-
ting some configurable option, for example by adding,
removing, and/or editing configuration elements belonging to
a configuration file associated with a module.

A customization of a module may change the way a busi-
ness process associated with the module works without
changing the code itself. In one example, one may configure
a module that deals with human resources of a certain orga-
nization by providing it with organization-specific list of lev-
els (titles) of the certain organization. Thus, when a user of the
certain organization runs human resources-related business
processes, the user may utilize a different list of levels than a
user of another organization utilizes, even though they both
may be running the same version of application code. In
another example, one organization may require a direct man-
ager of an employee to add a summary of an interview of a
new employee, while another organization may not have such
a requirement. Customizing an application module for the
requirement to add a summary may be accomplished by add-
ing code that requests an input of a summary after an inter-
view, and integrating the code in to a business process that
involves adding a new employee.

In one embodiment, a customization to a module may
involve adding data that a user may be required to enter when
interacting with the module. For example, a customization
may enter certain organization-specific data (e.g., name of
organization, address, account number). Thus, for example, a
user of the module would not have to enter the data when
running each test scenario. Optionally, the user may be given
an opportunity to approve and/or edit data associated with a
customization. Additionally or alternatively, a customization
to a module may involve information that is required for a test
scenario that involves the module to run smoothly. Option-
ally, without the information being provided, the test scenario
would not run smoothly (e.g., leading to errors in execution of
the test scenario). For example, for a test scenario to run
smoothly may requires a customization that provides infor-
mation such as location of resources (e.g., directories or data-
bases), and/or certificates or permissions to access certain
resources.

In one embodiments, customizations of an organization to
a module may indicate usage of the module by the organiza-
tion. It is often the case that a software system of a certain
organization may include many vendor-customized packaged
application modules (e.g., a standard collection of application
modules). However, a certain organization may not utilize all
of'the installed modules. The certain organization may utilize
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other solutions instead of the modules. For example, the
certain organization may utilize SalesForce™ Customer
Relationship Management (CRM) instead of corresponding
module of SAP™ that is installed. In this case, providing a
user belonging to the certain organization test scenarios for
testing a CRM module of SAP is not beneficial.

FIG. 5 illustrates one embodiment of a computer system
configured to generate a test scenario template from data
collected from users running test scenarios to test vendor-
customized packaged application modules. The illustrated
embodiment includes at least a module analyzer 232, a com-
ponent analyzer 236, a template generator 238, and a data
cleaner 242.

The module analyzer 232 is configured to receive: a first
description 230q of a first set of vendor-customized packaged
application modules, and a second description 2305 of a
second set of vendor-customized packaged application mod-
ules. Optionally, a first organization utilizes the first set of
modules, and a second organization utilizes the second set of
modules. Optionally, the first set of modules and the second
set of modules each include at least one module. Optionally,
the second set includes at least one module that is not included
in the first set. Optionally, the first organization and the sec-
ond organization are associated with the same field of opera-
tion. For example, both organizations may be in the travel
industry. Alternatively, the first organization and the second
organization may be associated with different fields of opera-
tion. For example, the first organization may be in the travel
industry, while the second organization may be in the banking
industry.

In one embodiment, the second organization is an organi-
zation that is most similar to the certain organization. For
example, from among a plurality of different organizations,
the second organization is the most similar to the first orga-
nization, based on one or more factors such as: field of opera-
tion, organizational hierarchy, lists of utilized modules, and/
or customizations associated with the organizations.

The first description 230q includes customizations to mod-
ules belonging to the first set, and the second description 2305
includes customizations to modules belonging to the second
set. Optionally, each of the first description 230a and the
second descriptions 2305 may include customization code,
settings to modules (e.g., configuration elements), default
values utilized by modules, and/or information required for
modules to run smoothly (e.g., resource locations, certifi-
cates, and/or permissions). Additionally or alternatively, the
first description 230a and the second description 2305 may
also include information that characterizes the first and/or
second organizations. In one example, the first description
230a and/or the second description 2305 may include lan-
guages used by users belonging to the organization, location
of the organization, size of the organization, and/or a field of
operation of the organization (e.g., insurance, defense, com-
munications). In another example, the first description 230a
and/or the second description 2305 may list modules, busi-
ness processes, transactions, and/or screens utilizes by the
first and/or second organizations. In yet another example, the
first description 230a and/or the second description 2305 may
include usage data. Optionally, the usage data may include
activity data of users of the first and/or second organizations,
runs of test scenarios associated with the first and/or second
organizations, and/or data derived from the runs.

The module analyzer 232 is also configured to identify,
based on the first description 2304 and the second description
2305, a first customization 234a to a first instance of a certain
module and a second customization 2345 to a second instance
of'the certain module. The first and second instances belong to

10

15

20

25

30

35

40

45

50

55

60

65

22

the first and second sets, respectively. Optionally, the first and
second instances involve essentially the same code base but
different customizations may be associated with each
instance. Optionally, the first and/or second descriptions
explicitly refer to an instance of the certain module being used
by their respective organizations; for example, the first
description 230a and/or the second description 2305 may list
the certain module as being utilized by their respective orga-
nization. Optionally, the first description 230a and/or the
second description 23056 may imply that their respective orga-
nization utilizes an instance of the certain module. For
example, the first description 230a and/or the second descrip-
tion 23056 may include runs of test scenarios from which it
may be implied that certain transactions, which involve the
certain module, were run.

The first customization 234q and the second customization
234b selected by the module analyzer 232 are typically simi-
lar to each other. In one example, the first customization 234a
includes customization code that is similar to customization
code included in the second customization 2345. Optionally,
similarity of customization code is determined via string
comparisons and/or clustering of customization code. In
another example, the first customization 234a and the second
customization 2344 involve similar data that may be used to
customize the respective first and second instances of the
certain module. For example, to customize and instant of a
inventory module, both customizations provide data of a
similar types related to ordering parts for a warehouse (e.g.,
respective organization names, bank accounts, shipping
options). In yet another example, the first customization 234a
and the second customization 2345 both describe information
of their respective organizations that is required for test sce-
narios to run smoothly. For example, they describe resource
locations (for similar resources), and/or provide similar cer-
tificates of their respective organizations. In another example,
similar customizations each include at least one similar com-
ponent in common.

The component analyzer 236 is configured to identify,
based on the first customization 234a and the second customi-
zation 234b, components in the second instance that are simi-
lar to components in the first instance. Optionally, a compo-
nent of a customization of a module may involve one or more
of the following: a certain business process run on the mod-
ule, a certain transaction run on the module, a certain field on
a screen used by a certain transaction run on the module, a
certain value used by a certain transaction run on the module,
and a certain command executed when running the module.
Optionally, a first customization and a second customization
may be considered similar by virtue of at least one of: a
similar business process being described in the first and sec-
ond customizations, a similar transaction being described in
the first and second customizations, a similar field on a screen
used by a certain transaction being described in the first and
second customizations, a certain value used by a certain trans-
action being described in the first and second customizations,
and a certain command described in the first and second
customizations.

In one example, the first customization 234a and the sec-
ond customization 2345 both include a shipping address for
their respective organizations. In another example, the first
customization 234a and the second customization 2345
include code that alters behavior of a certain transaction; e.g.,
each customization alters what an instance of the certain
module does with a record of a new employee after the record
is added in the certain transaction. In yet another example, the
first customization 234a and the second customization 2345
each include certificates of their respective organizations
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required by the certain module in order to access a customer
database of each organization.

The template generator 238 is configured to receive: a
specific run 239 of a test scenario run to test the second
instance, and a description of similar components that
includes an indication of at least one component of the second
instance that is similar to at least one component of the first
instance. For example, the indication of the at least one com-
ponent may be a name, an identifier, and/or a description of a
business process; a name, identifier, code, and/or description
of'acertain transaction; a description of a screen or portions of
a screen such as field names belonging to the screen; a certain
value used by a transaction; and/or a command executed
when running a transaction.

The template generator 238 is also configured to generate,
based on the specific run 239 and the description of similar
components, a test scenario template 240 for testing the first
instance of the certain module. Optionally, the template 240
may focus on portions of the specific run that relate to the at
least one component of the second instance that is similar to
at least one component of the first instance. For example, the
at least one component may be a certain transaction, and the
template may primarily involve testing the certain transac-
tion. In another example, the at least one component may
include values utilized to run a transaction, e.g., the values
entered in a screen, and the template may include essentially
the same screen and utilize the same values as default values
for the screen. In yet another example, the at least one com-
ponent may be a certificate for accessing an external website,
and the template includes a transaction that accesses the
external website.

In one embodiment, the template generator 238 is config-
ured to select the run of a test scenario run to test the second
instance from a plurality of runs of test scenarios that were run
to test the second instance. For example, the template genera-
tor 238 may select the second run based on similarity of the
second run to the specific run 239. In another example, the
template generator 238 may select the second run based on
the fact that it involves the at least one component of the
second instance that is similar to at least one component of the
first instance, and that the second run is an instantiation of a
test scenario run by many users belonging to the second
organization.

In another embodiment, the template generator 238 is also
configured to rank popularity of runs of test scenarios, run to
test the second instance, and to select the specific run of a test
scenario run to test the second instance from popular runs of
popular test scenarios. For example, the runs may be ranked
according to popularity of the test scenarios and/or the tem-
plate of which the runs are instantiations. Optionally, the
popularity of the test scenarios and/or templates may be deter-
mined based on the number of users that ran instantiations of
the test scenarios and/or templates, and/or the number of
organizations associated with instantiations of the test sce-
narios and/or the templates. In one example, the second run is
selected from among the top 20% of most popular runs. In
another example, the second run is the most popular run that
involves the at least one component of the second instance
that is similar to at least one component of the first instance.

In one embodiment, the template generator 238 is config-
ured to receive a second run of a test scenario run to test the
second instance of the certain module. Optionally, the tem-
plate generator 238 is configured to select the second run from
among runs of test scenarios associated with the second orga-
nization. The template generator 238 is configured to gener-
ate the test scenario template 240 based on the second run (in
addition to the specific run 239). Optionally, the template 240
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identifies a transaction used by the specific run and the second
run, and possible values for running the transaction. Option-
ally, at least one of the possible values for running the trans-
action is not used in any of'the specific run 239 and the second
run. Optionally, the test scenario template 240 includes a
combination of the possible values, and the combination is
not used in any of the specific run 239 and the second run.

The data cleaner 242 is configured to remove from the test
scenario template 240 proprietary data associated with the
second organization. Additionally or alternatively, the data
cleaner 242 may be configured to remove from the specific
run 239 of the test scenario proprietary data associated with
the second organization. Optionally, most output fields of the
specific run are removed, and as a result, the test scenario
template 240 does not include expected values for most test
steps.

In one embodiment, the computer system optionally
includes a customization module 244 that is configured to
customize the test scenario template by adding to the test
scenario template proprietary data relevant to the first orga-
nization. Optionally, at least some of the proprietary data is
obtained from the first description 230a.

In another embodiment, the computer system optionally
includes a user interface 246 that is configured to suggest to a
user to run an instantiation of the template. Optionally, the
user interface 246 may initiate an instantiation of the tem-
plate. For example, the user interface 246 may present a first
screen of the customized template and prompt the user to take
a certain action to advance execution.

Itis to be noted that different embodiments may implement
components of the computer system illustrated in FIG. 5 in
different ways. For example, in some embodiments one or
more of the following may be implemented by the same
software module and/or software modules running on the
same processor: the module analyzer 232, the component
analyzer 236, the template generator 238, the data cleaner
242, the customization module 244, and the user interface
246. Additionally, one or more of the aforementioned com-
ponents may be implemented on a remote server, such as a
cloud-based server.

In one example, the customization module 244 and/or the
data cleaner 242 are both implemented as part of the template
generator 238. In another example, the component analyzer
236 and the module analyzer 232 are both implemented by the
same software module.

In one embodiment, the test scenario template undergoes
customization by the customization module 244 prior to
removal of proprietary data from the template by the data
cleaner 242. In another embodiment, the order is reversed:
proprietary data is removed from the template by the data
cleaner 242, and then the template is customized by the cus-
tomization module 244. In still another embodiment, custom-
izing the template and removing proprietary data from it are
performed by the same software module. Optionally, the soft-
ware module utilizes the first description 230a and/or the
second description 2305 to determine which proprietary data
needs to be removed from the template 240, and which pro-
prietary data should be added to the template 240 when cus-
tomizing it.

FIG. 6 illustrates similar modules detected based on
descriptions of two organizations. In the illustration, each
organization is associated with an ERP that includes vendor-
customized packaged application modules (a first organiza-
tion is associated with ERP 261 and a second organization is
associated with ERP 265). Each ERP is customized by orga-
nization-specific customization code (the ERP of the first
organization is customized by code 263 and the second ERP
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is customized by code 267). The description of the first ERP
indicates which modules it includes; among them are finance
262A, human resources 262B, manufacture 262C, and cus-
tomer service 262D. The description of the second ERP indi-
cates which modules it includes; among them are human
resources 266A, legal 2668, customer service 266C, and
design 266D. Based on the first and second descriptions, and
the customization code associated with the two organizations,
it is determined that modules 262B and 266A are similar
instances of a human resources module. In addition, it is
determined that modules 262D and 266C are similar
instances of a customer service module. Thus, a run of a test
scenario of a user of the second organization that tests at least
one of the modules 266A and 266C, may be utilized to gen-
erate a template for the first organization, that tests module
262B and/or 262D.

FIG. 7 illustrates one embodiment of a computer imple-
mented method for generating a test scenario template from
data collected from users running test scenarios to test ven-
dor-customized packaged application modules. The illus-
trated embodiment includes the following steps:

In step 250, receiving a first description of a first set of
instances vendor-customized packaged application modules.
A first organization uses the first set of modules and the first
description includes customizations to modules from the first
set.

In step 251, receiving a second description of a second set
of instances vendor-customized packaged application mod-
ules. A second organization uses the second set of modules
and the second description includes customizations to mod-
ules from the second set. Optionally, the second set includes
at least one module that is not included in the first set. Option-
ally, the first organization and the second organization are
associated with different fields of operation. Alternatively, the
first organization and the second organization may be asso-
ciated with a same field of operation.

In one embodiment, steps 250 and 251 are performed
simultaneously. For example, the first and second descrip-
tions are received in a same message (e.g., the same file).

In step 252, identifying, based on the first and second
descriptions, a first customization to a first instance of a
certain module and a second customization to a second
instance of the certain module. Optionally, the first and sec-
ond instances belong to the first and second sets, respectively.
In addition, the first customization is similar to the second
customization.

In step 253, identifying, based on the first and second
customizations, components in the second instance that are
similar to components in the first instance. Optionally, a com-
ponent of a customization of a module involves one or more
of the following: a certain business process run on the mod-
ule, a certain transaction run on the module, a certain field on
a screen used by a certain transaction run on the module, a
certain value used by a certain transaction run on the module,
and a certain command executed when running the module.

In step 254, receiving a specific run of a test scenario run to
test the second instance, and a description of similar compo-
nents that includes an indication of at least one component of
the second instance that is similar to at least one component of
the first instance.

In step 255, generating, based on the specific run and the
description of similar components, a test scenario template
for testing the first instance.

And in step 256, removing from the test scenario template
proprietary data associated with the second organization.

In one embodiment, generating the template in step 255
also involves selecting the specific run of a test scenario run to
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test the second instance from runs of test scenarios that were
run to test the second instance. Alternatively or additionally,
generating the template in step 255 may involve ranking
popularity of runs of test scenarios, run to test the second
instance, and selecting the specific run of a test scenario run to
test the second instance from popular runs of test scenarios.

In one embodiment, the computer implemented method
illustrated in FIG. 7 includes an optional step of receiving a
second run of a test scenario run on the second instance of the
certain module; generating the test scenario template is based
both on the specific run and the second run. As aresult, the test
scenario template identifies a transaction used by the specific
run and the second run, and possible values for running the
transaction. Optionally, at least one of the possible values for
running the transaction is not used in any of the specific run
and the second run. Optionally, the test scenario template
includes a combination of the possible values, and the com-
bination is not used in any of the specific run and the second
run.

In one embodiment, the computer implemented method
illustrated in FIG. 7 includes an optional step of removing
proprietary data from the specific run; most output fields of
the specific run are removed, and as a result, the test scenario
template does not include expected values for most test steps.

In one embodiment, the computer implemented method
includes optional step 257 which involves customizing the
test scenario template for the first organization by adding to
the test scenario template proprietary data relevant to the first
organization. Optionally, customizing the test scenario tem-
plate for the first organization involves guiding a user to
provide proprietary data relevant to the first organization.
Optionally, guiding the user to provide proprietary data
involves: providing to the user the test scenario template from
which proprietary data associated with the second organiza-
tion was removed, prompting the user to provide missing
values, and recording a response of the user. Optionally, cus-
tomizing the test scenario template for the first organization
may involve adding the response of the user to the test sce-
nario template from which proprietary data associated with
the first organization was removed.

Inone embodiment, guiding the user to provide proprietary
data may involve semiautomatic execution of an instantiation
of the test scenario template from which proprietary data
associated with the second organization was removed. Addi-
tionally or alternatively, proprietary data of the first organi-
zation may be removed from the template. Additionally, cus-
tomizing the test scenario template for the first organization
may involve marking locations of values that were removed
from the test scenario template; the guiding of the user to
provide the proprietary data may involve directing the user’s
attention to the marked locations.

In one embodiment, the computer implemented method
illustrated in FIG. 7 includes an optional step of receiving
proprietary data associated with the first organization. Addi-
tionally, customizing the test scenario template for the first
may involve adding to the test scenario template at least some
of'the received proprietary data associated with the first orga-
nization. Optionally, the received proprietary data associated
with the first organization is generated from a previously
recorded run of a test scenario associated with the first orga-
nization. Optionally, the received proprietary data associated
with the first organization is generated by parsing manual test
scenarios associated with the first organization. Optionally,
the received proprietary data associated with the first organi-
zation is generated from analysis of a database of the software
system associated with the first organization.
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In one embodiment, the computer implemented method
includes optional step 258 involving suggesting to a user to
run an instantiation of the test scenario template.

In one embodiment, a non-transitory computer-readable
medium stores program code that may be used by a computer
to generate a test scenario template from data collected from
users running test scenarios to test vendor-customized pack-
aged application modules. The computer includes a proces-
sor, and the non-transitory computer-readable medium stores
the following program code:

Program code for receiving a first description of a first set
of instances vendor-customized packaged application mod-
ules. A first organization uses the first set and the first descrip-
tion comprises customizations to modules from the first set.

Program code for receiving a second description of a sec-
ond set of instances vendor-customized packaged application
modules. A second organization uses the second set and the
second description comprises customizations to modules
from the second set. Optionally, the second set includes at
least one module that is not included in the first set.

Program code for identifying, based on the first and second
descriptions, a first customization to a first instance of a
certain module and a second customization to a second
instance of the certain module; the first and second instances
belongs to the first and second sets, respectively. Additionally,
the first customization is similar to the second customization;

Program code for identifying, based on the first and second
customizations, components in the second instance that are
similar to components in the first instance. Optionally, a com-
ponent of a customization of a module involves one or more
of the following: a certain business process run on the mod-
ule, a certain transaction run on the module, a certain field on
a screen used by a certain transaction run on the module, a
certain value used by a certain transaction run on the module,
and a certain command executed when running the module.

Program code for receiving a specific run of a test scenario
run to test the second instance, and a description of similar
components comprising an indication of at least one compo-
nent of the second instance that is similar to at least one
component of the first instance.

Program code for generating, based on the specific run and
the description of similar components, a test scenario tem-
plate for testing the first instance.

And program code for removing from the test scenario
template proprietary data associated with the second organi-
zation.

In one embodiment, the non-transitory computer-readable
medium optionally stores program code for r ranking popu-
larity of runs of test scenarios run to test the second instance
of the certain module, and selecting the specific run from the
most popular results.

In one embodiment, the non-transitory computer-readable
medium optionally stores program code for customizing the
test scenario template for the first organization.

Monitoring Users and Identifying Runs

Some of the disclosed embodiments involve software sys-
tems that may be characterized as being data-oriented large-
scale software systems. Examples of data-oriented large-
scale software systems include Enterprise Resource Planning
(ERP), such as from the following trademarks: SAP, Oracle
Application, The Sage Group, Microsoft Dynamics, and SSA
Global Technologies; billing systems (also known as revenue
management) such as from the following trademarks:
Amdocs, Comverse Inc., and Convergys Corporation; service
management systems; and portfolio management systems.
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Installing, upgrading, and/or maintaining such systems
require running many tests in order to validate the systems’
behavior.

Inthis disclosure, users are often referred to as being moni-
tored. This monitoring typically concerns activity of the user
on a software system being tested. A monitored user may be
a human (e.g., performing a certain test) and/or a system
module (e.g., a module initiating the running of a certain
procedure).

In one embodiment, a test scenario refers to a functional
and/or a technical specification for testing a business process
and/or one or more transactions. A test scenario may specify
how to test one or more business processes, business require-
ments, test conditions, logical data, and/or expected results of
tests.

In one embodiment, runs of test scenarios are identified
and/or obtained based on data collected from monitoring
users. For example, monitoring of a user may involve collec-
tion of data related to inputs provided by a user to a system,
along with the transactions that were run, and results of the
transactions. This data may be used to identify runs of test
scenarios that describe test steps taken by a user and a result
of executing the test steps on the software system.

In another embodiment, monitoring a user is done in order
to obtain activity data of a user on a software system. The
activity data may include data related to inputs provided by
the user and/or other sources to the software system, outputs
generated by the software system, and/or intermediate values
generated by the software system (e.g., temporary files gen-
erated by the system, network traffic of the system, and/or
content of memory belonging to the system). Optionally, the
activity data may be utilized in order to identify runs of test
scenarios.

In some embodiments, users perform at least part of their
interaction with a software system via a user interface that
includes a display that displays screens. Optionally, a screen
may refer to a presentation of a certain form through which a
user may access, modify and/or enter data. Optionally, a
screen includes one or more fields. Optionally, a field may
have a certain name and/or identifier. Optionally, a field may
have an associated value, which may be referred to herein as
a “field value”. The field value may or may not be presented
on the screen. Optionally, the user is able to edit certain field
values, while other field values may not be editable by the
user. Optionally, certain field values may be required values,
which the user must enter before completing a screen.
Optionally, field values from a screen may correspond to one
or more database entries. For example, a screen displaying
customer details (e.g., name, address, telephone number)
may correspond to a record of the customer in a customer
database.

In one embodiment, monitoring users involves monitoring
certain transactions and/or business processes that were
executed by the users, as part of running test scenarios.
Optionally, monitoring users may involve monitoring which
programs executed by the users, along with invocation values
of the users and/or return values of the programs.

In one embodiment, monitoring a user may involve record-
ing and/or processing inputs the user provides to the software
system (e.g., via a keyboard, mouse click, visual cue). Addi-
tionally or alternatively, the inputs may include digital data
transmitted to the system (e.g., a file of digital data). In
another example, monitoring a user may involve recording
and/or processing outputs generated by the software system.
Such outputs may include, values presented on a screen,
written in a file, printed, and/or provided in the form of
auditory cues. The outputs may be presented to the user
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and/or provided to other recipients. In yet another example,
monitoring a user may involve utilization of internal state data
of the software system; data that may not have been directly
provided by the user and may also not be directly provided to
the user (e.g., memory content, database activities, and/or
network traffic).

Insome embodiments, users performing tests may be given
instructions and/or scripts describing some of the steps
involved in a certain test (e.g., which procedures to run, what
buttons to push, and/or what values to provide the system).
Optionally, such instructions and/or scripts may be given in
electronic form (e.g., a computer file or instructions on a
screen) and may be recorded and/or processed as part of
monitoring a user.

As described in some embodiments in this disclosure,
monitoring a user running test scenarios on a software system
may be performed by a monitoring module. Optionally, the
monitoring module is, and/or utilizes, a software module that
interacts with the software system on which the test scenarios
are run, in order to obtain data related to activity of the user on
the software system. Optionally, the monitoring module is
implemented, at least in part, as part of the software system.
For example, the monitoring module may include one or
more programs that are part of a distribution of the software
system. Additionally or alternatively, the monitoring module
may be implemented, at least in part, separately from the
software system. For example, the monitoring module may
include programs that are not part of the software system
(e.g., not included in a distribution of the software system). In
another example, the monitoring module may include pro-
grams that run on hardware that does not run the programs
belonging to the software system; e.g., the monitoring mod-
ule may run programs on different servers than servers on
which the software system runs programs. Optionally, the
monitoring module is implemented, at least in part, on hard-
ware remote from hardware that runs the software system. For
example, a software system may run on hardware located at a
certain organization, while the monitoring module may run,
at least in part, on remote cloud-based servers that are not
associated with the certain organization.

In some embodiments, the monitoring module may receive
data from the software system that is intended for the moni-
toring module (e.g., the software system may explicitly send
the monitoring module data describing activity on the soft-
ware system). Additionally or alternatively, the monitoring
module may intercept and/or examine data of the software
system that is not intended primarily for the monitoring mod-
ule. For example, the monitoring module may sniff network
traffic that involves message exchange between modules of
the software system as part of the normal operation of the
software system.

In some embodiments, a run of a test scenario may include
identifiers of business processes, transactions, and/or system
commands that were executed while running the test sce-
nario. Additionally or alternatively, a run of a test scenario
may include values that were provided to a software system
(e.g., input values in a screen), values generated by the soft-
ware system (e.g., outputs from a transaction), and/or internal
values of the software system (e.g., intermediate values gen-
erated by a transaction). Additionally or alternatively, a run of
a test scenario may include state information about systems
involved in running the test scenario (e.g., the state of certain
system resources, and/or performance data such as CPU load
or network congestion), and/or information about a user run-
ning the test scenario (e.g., organization affiliation, depart-
ment, job title, permissions). Optionally, a certain test step,
transaction, command or procedure is said to be described
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and/or included in a run of a test scenario if the run of the test
scenario indicates that the certain test step, transaction, com-
mand, or procedure was executed as part of running the test
scenario. Optionally, examining the run of the test scenario
may reveal a value associated with the certain test step, trans-
action, command, or procedure. Additionally, examining the
run of the test scenario may reveal a behavior of the system
with respect to the certain test step, transaction, command, or
procedure. For example, a run of a test scenario may indicate
whether or not a certain transaction, involved in the running of
the test scenario, produced an error message.

In one embodiment, identifying a run of a test scenario
from data obtained from monitoring one or more users is done
as part of the process of monitoring the users. For example, a
user may be monitored for a session, which is a certain period
of time that corresponds to running of a certain test scenario.
Each session may start when the running of the certain test
scenario starts (e.g., when a first screen is presented to a user),
and may end when the running ends (e.g., after the user enters
a last value involved in the test scenario). Thus, any data
recorded during the session may be easily identified as
belonging to a run of the certain test scenario.

In one embodiment, the action of monitoring a user and the
action of identifying a run of a test scenario from data
obtained from the monitoring are performed separately. For
example, monitoring may generate bulk data corresponding
to activity of one or more users. Identifying runs in the bulk
data may require parsing the data to identify certain portions
of interest, such as transactions executed by each of the users
and/or inputs and outputs of each of the users. In one example,
identifying runs involves detecting in the data obtained from
monitoring signals that denote a start and/or end of a run.
Optionally, the signals may be explicit, such as explicit tags in
the data that denote a start of running a test and/or end of
running a test scenario. Alternatively or additionally, the sig-
nals may be implicit. For example, a user entering data after
not doing so for a while may signal a start of a run; while
having a user stop entering data, and not entering further data
for a prolonged period may signal an end of a run. In another
example, the fact that a user performs a certain transaction
may signal a start of a run, such as entering data in a screen
labeled “begin new client record”. Similarly, certain transac-
tions may signal an end of a run, such as entering data in a
screen labeled “finalize new client”. In yet another example,
identifying a run of a test scenario may involve selecting
certain types of data and/or amounts of data that are to be
included in the run. For example, while monitoring a user
may involve collection of various types of data, in a certain
system, runs of test scenarios may include only descriptions
of screens presented to a user while interacting with the
certain system. Thus, in this example, identifying runs may
involve identifying and retaining descriptions of screens.

The process of identifying runs of test scenarios ofa certain
user may utilize, in some embodiments, data collected from
other users. For example, determining boundaries of a test
scenario, such as determining at what screen a run of the test
scenario typically starts, and at what screen it ends, may be
based on examination of data obtained from multiple users. In
the examination of the data, certain common screens that
appear in data from multiple users may be detected, and runs
of'test scenarios may be restricted to begin and/or end with a
description of at least one of the common screens. Alterna-
tively or additionally, identitying runs of test scenario run by
a certain user, may involve examination of data obtained
primarily from monitoring the certain user.

As described in some embodiments in this disclosure, iden-
tifying runs of test scenarios run by users on software systems
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may be performed by a test identifier. In some embodiments,
the test identifier receives data from the monitoring module.
Optionally, the test identifier and monitoring module are real-
ized by the same software module and/or same hardware. In
one example, one program may perform at least some of the
operations involved in monitoring the users and identifying
the runs. In another example, programs that perform at least
some of the operations involved in monitoring the users and
identifying the runs of test scenarios, run on the same servers.

In one embodiment, the monitoring module runs, at leastin
part, on hardware that is different from hardware on which at
least some of the actions of the test identifier are performed.
For example, a monitoring module that monitors users
belonging to a certain organization may run, at least in part,
on servers belonging to the certain organization. However, a
test identifier, which receives data from the monitoring mod-
ule, may run on remote servers belonging to, or controlled by,
a different organization, such as an organization that provides
analysis services to the certain organization.

Crowd Testing Data

Some aspects of this disclosure involve utilization of runs
of'test scenarios run by users belonging to, or associated with,
different organizations. Optionally, a group of users running
test scenarios may be referred to as a “crowd” or “crowd
users”. Optionally, crowd users do not run test scenarios in a
coordinated effort, such as users belonging to different orga-
nizations that do cooperate to run test scenarios to test a
certain software system that belongs to a certain organization,
or users making a coordinated effort to test certain aspects of
their software systems. Rather, as typically used in this dis-
closure, the users belonging to the different organizations run
test scenarios to test software systems of their respective
organizations, and do so essentially independently of each
other.

In some embodiments, a first organization and second
organization are considered different organizations if the first
organization has a different ownership structure (e.g., a dif-
ferent composition of shareholders) than the second organi-
zation. Additionally or alternatively, two organizations may
be considered different organizations if they have different
employees, and/or different members of management.

In one embodiment, a user may be considered to belong to
an organization and/or may be considered to be associated
with the organization, if the user has a certain relationship
with the organization such as being an employee of the orga-
nization, a member of the organization, and/or contracted to
work for the organization. Additionally or alternatively, a user
may belong to an organization, and/or be associated with the
organization, if the worker performs work that is directly or
indirectly done on behalf of the organization. For example, an
employee of a first organization may be considered associated
with a second organization if the employee runs, as part ofher
duties, tests that involve a system of the second organization.
As used herein, the terms “associated” and “belongs” may be
used interchangeably when referring to a user being associ-
ated with an organization or a user belonging to an organiza-
tion.

Some aspects of this disclosure involve utilization of runs
of'test scenarios run on software systems belonging to difter-
ent organizations and/or associated with the different organi-
zation. Optionally, a software system may be considered to
belong to a certain organization and/or may be considered to
be associated with a certain organization if the software sys-
tem runs, at least in part, on hardware belonging to the orga-
nization and/or paid for by the organization (e.g., software
running on cloud-based servers billed to the organization).
Additionally or alternatively, a software system may be con-
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sidered to belong to an organization and/or be associated with
the organization if a user from the organization runs test
scenarios, which run at least in part, on the software system.
As used herein, the terms “associated” and “belongs” may be
used interchangeably when referring to a software system
being associated with an organization or a software system
belonging to an organization.

Some embodiments in this disclosure involve monitoring
multiple users belonging to different organizations. In some
embodiments, each user belongs to a single organization. For
example, 100 different users may belong to 30 different orga-
nizations; some organizations may have a single user that
belongs to them, while other organizations have multiple
users that belong to them. In some embodiments, users may
belong to more than one organization. For example, 100
different users may belong to 150 different organizations; in
this example, some of the users belong to more than one
different organization.

In the embodiments, some of the systems on which test
scenarios are run may be data-oriented large-scale software
systems. Optionally, the software systems are packaged
applications having multiple modules. Optionally the soft-
ware systems may be considered similar to each other if the
software systems use in a similar manner one or more mod-
ules of the same type (possibly having different versions).
Additionally or alternatively, the software systems may be
considered similar if they contain one or more modules with
a similar function (e.g., modules that manage sales, stocking,
or human resources).

In some embodiments, analyzing runs of test scenarios
obtained from monitoring running of test scenarios by a
crowd of users, on software systems of multiple organiza-
tions, may help gain certain insights that may not be easily
attained from analysis obtained from runs associated with a
single organization. For example, runs of test scenarios
obtained from monitoring a crowd may help gain insight into
the general applicability of certain test scenarios and/or test
steps for testing certain components of the systems, such as
modules, business process, and/or transactions. Based on the
fact that multiple organizations run test scenarios to test cer-
tain components, it may be postulated that a different orga-
nization should also run similar test scenarios; this may be
especially true if the different organization is in the same field
of operations as the multiple organizations.

In some embodiments, analyzing runs of test scenarios
obtained from monitoring running of test scenarios on sys-
tems of multiple organizations may also help gain insight into
the commonality of certain aspects of the systems, as indi-
cated by their reoccurrence in the runs. Such insight may be
used, in some embodiments, to deduce whether a certain
aspect is particular to a single organization, or a small number
of organizations from the multiple organizations. Alterna-
tively, it may be deduced, the certain aspect may be rather
general and may be associated with a relatively large portion
of the multiple organizations. For example, runs of test sce-
narios associated with multiple organizations may include a
field which is given a value in each run of the test scenarios.
If a certain value is entered in a large proportion of the runs
(the same certain value is entered in each run of the large
proportion or runs), then the value may be considered a
default value or a general value. In this case, knowing the
certain value may not assist much to identify a specific orga-
nization which is associated with a run from which the certain
value was taken. However, if a certain value appears only in
runs of a single organization, or in a small proportion of the
runs, then the value may be considered a unique and/or pro-
prietary value. In this case, knowing the certain value may
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assist to identify a specific organization which is associated
with a run from which the certain value was taken. Thus, in
some embodiments, monitoring runs of test scenarios asso-
ciated with multiple organizations may help discover non
organization-specific default values that can be used for run-
ning test scenarios of other organizations. Additionally, the
same analysis may help identify what data in the runs may be
considered proprietary.

Configuration Elements and Changes

In one embodiment, the software systems may include
many modules that can be configured to suit an organization’s
needs. Configuring a system may involve various aspects of a
software system, modules belonging to the software system,
and/or business processes run on the software system.
Optionally, in some embodiments, configuring a system is
done, at least in part, using configuration files, setup file,
and/or customization code that are read by the system and
may be altered by an organization to suit the organization’s
needs. In one example, configuring a SAP ERP system
involves entering, editing, and/or removing values from con-
figuration tables. Optionally, the tables may define various
aspects of fields (e.g., name and type) for certain data tables
users may access via the ERP system. In another example, an
Oracle™ database system is configured using Oracle form
personalization, which is a standard feature provided by
Oracle™ and supported by Oracle™ to customize the forms.
Forms personalization enables changing properties of fields,
such as hiding fields, making fields mandatory, creating zoom
functionality, and/or dynamic changes of lists of values. In
one embodiment, customizations refer to user-generated
code, such as “user exit” in SAP, and customization code in
Oracle.

In some embodiments, a configuration element is one or
more details (e.g., a line in a configuration file, a field name,
a function name), which can be used to configure behavior of
a software system. In one example, a configuration element
may define certain aspects of data structures used by the
system (e.g., column names in a table) and/or type of values in
a column belonging to a table. In another example, a configu-
ration element may determine behavior of a system, such as
defining what functions should be called under certain con-
ditions (e.g., what to do with a printing job).

In one embodiment, a change to a configuration element
may be referred to as a “configuration change”. Optionally, a
configuration change may include one or more actions that
involve adding a configuration element, deleting a configu-
ration element, and/or editing a configuration element.
Optionally, a configuration change may require running one
or more test scenarios in order to verity that the configuration
change caused a desired effect and/or in order to verify that
the configuration change did not cause an undesired effect.

In one embodiment, a configuration element may have an
associated value. For example, a configuration element called
“default field width” may have an associated value 20.
Optionally, a change to an associated value of a configuration
element may be referred to as a “configuration change”.
Optionally, a configuration change may involve adding an
associated value to a configuration element, deleting an asso-
ciated value from a configuration element, and/or editing an
associated value of a configuration element.

In some embodiments, there may be various ways in which
configuration elements and/or configuration changes may be
identified. Identifying a configuration element enables a soft-
ware system and/or a user to determine what configuration
element is being referred to. Similarly, identifying a configu-
ration change enables the software system and/or a user to
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determine what configuration element being changed and/or
what change is done to an associated value of the configura-
tion element.

In one example, a configuration change is identified by a
code, such as a hash code or an identification number. Option-
ally, the code also identifies an associated value of the con-
figuration element and/or a change to an associated value of
the configuration element. In another example, a configura-
tion change and/or a configuration element may be charac-
terized by a new configuration file (e.g., a new setup file for
the system). Optionally, a comparison between a new con-
figuration file and a previous configuration file may charac-
terize configuration changes, that involve changes to configu-
ration elements and/or associated values of configuration
elements.

In one embodiment, configuration elements and/or con-
figuration changes may be clustered into clusters of similar
configuration elements and/or configuration changes.
Optionally, clusters of similar configuration elements include
configuration elements that deal with the same, or similar,
system modules, business processes and/or database tables.
Optionally, clusters of similar configuration changes include
configuration changes that deal with the same, or similar,
configuration elements. Optionally, clusters of similar con-
figuration changes include configuration changes that are
associated with similar values.

In one embodiment, configuration elements and/or con-
figuration changes are clustered utilizing text clustering
approaches. For example, clustering is performed on configu-
ration files that include the configuration elements and/or
configuration changes. Those skilled in the art may identify
various text clustering algorithms that may be utilized to
cluster configuration elements into clusters of similar con-
figuration elements. Optionally, configuration elements and/
or configuration changes may be considered similar if con-
figuration files that include the configuration elements and/or
the configuration changes are considered similar (e.g., they
belong to a same cluster).

In another embodiment, clustering configuration elements
and/or configuration changes may be done based on values
associated with the configuration elements. Optionally, clus-
ters of similar configuration elements and/or configuration
changes may include same or similar configuration elements
and/or configuration changes, which have similar associated
values in several ways. In one example, portions of configu-
ration files that include multiple configuration elements and/
or configuration changes are converted to vector representa-
tion; each vector dimension corresponds to a certain
configuration element and the value entered in the vector
dimension corresponds to an associated value of the certain
configuration element. Those skilled in the art may recognize
various algorithmic approaches that may be utilized to cluster
vectors representing the portions of the configuration files
(e.g., k-means or hierarchical clustering).

Clustering Runs of Test Scenarios

In some embodiments, runs of test scenarios may be clus-
tered. Clustering the runs may involve assigning a run of a test
scenario to at most one cluster (e.g., “hard clustering” or
partitioning). Alternatively, the clustering may involve
assigning a run of a test scenario to one or more clusters. For
example, the clustering may be “soft clustering” in which a
run of a test scenario may belong to various clusters, possibly
with different probabilities or levels of association to each
cluster. Optionally, clusters of runs contain runs that are simi-
lar to each other.

In one embodiment, runs of test scenarios may be parti-
tioned into clusters based on one or more values from the runs
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of'test scenarios. For example, runs that involve a same start
and/or end test step may be placed in the same cluster (e.g.,
runs that start from the same screen ID and end with an error
are placed in the same cluster). In another example, runs that
have a certain field (e.g., customer bank account number) are
placed in the same cluster.

Clusters of runs of test scenarios may have different char-
acteristics in different embodiments. In one embodiment, a
cluster of runs of test scenarios should be of a size that reaches
a predetermined threshold. Optionally, the predetermined
threshold is greater than one. For example, each cluster
should contain at least 3 runs. Optionally, the predetermined
threshold is proportional to the number of runs being clus-
tered. For example, each cluster may be required to contain at
least 0.1% of the runs of test scenarios being clustered.

Clusters of runs may also be constrained according to the
source of the runs belonging to the clusters. In one embodi-
ment, a cluster of runs of test scenarios must include runs of
at least a first predetermined number of different users and/or
of'users belonging to at least a second predetermined number
of organizations. Optionally, the first predetermined number
is greater than one and/or the second predetermined number
is greater than one. In one example, the first predetermined
number is 10, and the second predetermined number is 2;
thus, each cluster includes at least 10 runs, and not all those
runs are associated with the same organization. In another
example, the first predetermined number is 5, and the second
predetermined number is 5; thus, each cluster needs to con-
tain runs associated with at least 5 organizations.

In one embodiment, ensuring that clusters of runs have
certain characteristics, such as a certain size and/or include
runs of a certain source, is done by a clustering algorithm that
generates the clusters. For example, the clustering algorithm
may ensure that each cluster includes runs of test scenarios of
at least a predetermined number of users. Alternatively or
additionally, ensuring that clusters of runs have certain char-
acteristics may be done after clustering. For example, after
clusters are generated, they may be filtered to remove clusters
that have a size that is smaller than a predetermined threshold.

In one embodiment, clustering of runs of test scenarios
may involve procedures that rely on some runs being similar
based on a criterion of similarity. Optionally, a cluster of runs
may include similar runs. Optionally, by similar runs it is
meant that two runs are similar to each other according to the
criterion. Optionally, by similar runs it is meant that at least a
certain percentage of the runs belonging to a cluster are simi-
lar to each other according to the criterion. For example, a
cluster may be considered to include similar runs if 90% of
the pairs of runs in the cluster are similar according to the
criterion. Optionally, by similar runs it is meant that runs
belonging to the cluster are all similar to a representative of
the cluster, such as one of the runs belonging to the cluster or
an average run of the cluster (e.g., a centroid of the cluster).

The criterion according to which similarity between runs
may be established, may have several forms. For example, the
criterion for similarity between runs may be that similar runs
include at least one of: essentially the same fields, similar
combinations of fields, similar execution of transactions,
similar user interactions, similar requests, similar test steps,
and/or similar calls to procedures. Optionally, similarity
between runs of test scenarios may be determined based on
properties of their respective test scenarios of which the runs
are instantiations; for example, by comparing the test steps
used in each test scenario.

In one example, various runs of essentially the same test
scenario (e.g., essentially the same testing script) are consid-
ered similar. In another example, runs of different test sce-
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narios (e.g., using slightly different testing scripts), may be
considered similar if certain similarity criteria are met (e.g.,
similar fields types or names, similar field values, similar
screen content and/or layout, and/or similar return values in
the runs). In yet another example, runs of test scenarios are
considered similar, if the test scenarios from which they were
instantiated are similar (e.g., involve similar screens, similar
fields, and/or similar field values).

In one example, at least part of the runs of test scenarios
involve software that runs on remote servers such as cloud-
based servers. Monitoring a user running a test scenario may
involve monitoring the content of the network traffic, such as
information exchanged between an input and/or output
device of the user and a cloud-based server. In this example,
runs of test scenarios may be considered similar if the net-
work traffic associated with them is similar (e.g., it follows a
similar exchange sequence, and/or content of the network
traffic is similar).

In one embodiment, clustering runs of test scenarios to
clusters that include similar runs may be based on counting
the number of similar fields used in corresponding screens
that are included in the test scenarios; the larger the number of
similar fields in the test scenarios, the more similar the runs of
the test scenarios are considered to be. Optionally, fields may
be considered similar if they include the same type of data.
Additionally or alternatively, fields that have the same values
are considered similar to each other. In one example, fields
that include both the same type of data and the same values are
considered more similar to each other than fields that have the
same type of data (but different values).

In one embodiment, a type of data of a field is determined
according to the context of the field in the screen. For
example, if a field is preceded on a screen by the words
“amount” or “sum due”, the field is considered to be numeri-
cal; while if the field is preceded on a screen by the words
“address” or “ship t0”, it is considered to be a string. Addi-
tionally or alternatively, the type of data of a field may be
determined according to the features of the data structure
representing the data. For example, if the field stores datain a
variable that holds integers or floating-point values, the type
of data is considered to be numerical. However, if the field
stores data in an array, or vector of characters, the data type is
considered to be a string. Additionally or alternatively, the
type of data of a field may be determined according to meta
data associated with a screen or database associated with the
field. For example, a description of a column, in a database
table which is to receive data from a field may be indicative of
the type of data. In another example, meta data tags (e.g.,
XML tags) associated with a screen may indicate the type of
data.

In another embodiment, clustering of runs of test scenarios
to clusters that include similar runs of test scenarios may be
based on similarity between orders of displaying similar
fields in corresponding screens. The closer the order of pre-
sentation of similar fields in test scenarios, the more similar
runs of the test scenarios are considered to be. In one example,
test scenarios are represented, at least in part, as a sequence of
field types, and/or fields IDs. The similarity between two runs
of test scenarios may be determined to be inversely propor-
tional to the number of editing steps that need to be taken to
transform one sequence of identifiers to another (“edit dis-
tance”); the lower the edit distance between representations
of'two runs, the more similar they are considered to be (and so
are their corresponding runs).

In yet another embodiment, clustering of runs of test sce-
narios to clusters that include similar runs may be based, at
least is part, on similarity between executed procedures that
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are described in the runs. For example, the larger the overlap
in the corresponding sets of procedures performed by each
test scenario, the more similar runs of the test scenarios are
considered to be. Optionally, the clustering may be further
based on the order of the execution of the procedures; the
closer the order of execution of procedures in different test
scenarios, the more similar runs of the test scenarios are
considered to be. In cases in which test scenarios involve
execution of essentially the same procedures in essentially the
same order, the similarity between runs of the test scenarios
may be considered to be high.

In still another embodiment, the clustering of runs of test
scenarios to clusters that include similar runs of test scenarios
may be based on transactions described as executed in the
runs of the test scenarios. For example, test scenarios may be
characterized by the individual commands run by the system
as part of the test scenario. Runs of test scenarios in which
similar commands are executed may be considered similar for
the purpose of clustering. Optionally, a cluster of runs that
contains runs that have a certain proportion of common trans-
actions executed in all runs in the cluster is considered a
cluster of similar runs. For example, if at least 50% of the
transactions involved in each run in a cluster appear in all
other runs in the cluster, the cluster is considered to be a
cluster of similar runs.

Logged activities related to running test scenarios may also
be utilized for the purpose of clustering and/or determining
similarity between runs of test scenarios. For example, clus-
tering of runs of test scenarios to clusters that include similar
runs may be based on one or more of the following logged
activities: a list of users who ran the test scenarios, an analysis
of'access to a database, messages returned from the executed
transactions (e.g., valid, warning, or error messages), fields
which returned values in the transactions, and/or procedures
utilized by the test scenario (e.g., as identified by logs of run
time analysis). The clustering may be done according to there
being similarity, involving one or more of the aforementioned
logged activities, between test scenarios whose runs are
assigned to the same cluster. Optionally, logged activities
may be represented as feature values that may be put in a
vector corresponding to a run. For example, if a certain activ-
ity is performed during a run, a vector corresponding to the
run has 1 in a certain position, and otherwise there is a O in the
certain position.

Similarity of runs of test scenarios may be determined, in
some embodiments, according to the test scenarios and/or
templates from which the runs were instantiated. Optionally,
similarity of the test scenarios and/or templates may define
similarity of the runs that were instantiated from the test
scenarios and/or templates; thus, runs that were instantiated
from similar test scenarios and/or templates are placed in the
same clusters (e.g., by the clustering module performing the
clustering of the runs). Alternatively, similarity of the test
scenarios and/or templates may be used as features that assist
in determining similarity of runs.

In one embodiment, runs that were instantiated from the
same test scenarios and/or the same templates may be con-
sidered similar. Optionally, two test scenarios and/or two
templates are considered the same ifthey involve execution of
the same test steps, screens, and/or transactions. In one
embodiment, two test steps are considered the same if they
perform the same exact task and include the same exact
associated data, while in another embodiment the two test
steps are considered the same if they perform the same task
but possibly involving different associated data. For example,
a first test step that involves entering a new product that is a
screwdriver (with details relevant to a screwdriver) may be
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considered in the latter embodiment as being the same as a
second test step that involves entering a new product that is a
hammer (with details relevant to a hammer); however,
according to the former embodiment, the first and second test
steps may not be the same. Similarly, screens that include
field names and field values may be considered the same in
one embodiment if the field names and the field values are the
same; in another embodiment, the screens may be considered
the same if the field names are the same. The same logic may
also be applied to transactions; in some examples transactions
may be considered the same if they are completely identical,
while other transactions may be considered similar if they
include some of the same and/or similar elements (e.g., the
transactions involve similar screens).

In another embodiment, similarity of test scenarios and/or
templates is determined by comparing and/or counting simi-
lar elements in the test scenarios and/or templates. If the
number and/or proportion of the similar elements reaches a
predetermined threshold, then runs instantiated from the test
scenarios and/or templates may be considered similar and
placed by clustering in the same cluster of runs. For example,
if more than 50% of the screens included in two templates are
similar, then runs instantiated from the two templates may be
placed by clustering in the same cluster.

Inyet another embodiment, test scenarios and/or templates
from which runs were instantiated may be utilized to generate
feature values, which are used to determine similarity of the
runs to each other. For example, a vector of features repre-
senting a run may include values extracted from a template
and/or test scenario from which the run was instantiated.

Clustering of runs of test scenarios to clusters of similar
runs may be based on data associated with the runs. Such data
may include data describing conditions under which a run
was executed. For example, the data may describe aspects of
the system (e.g., data involving modules, hardware, and/or
software versions). In another example, such data may pertain
to a test runner, such as the role (or assumed role) of the tester
in an organization, level of skill of the tester, and/or permis-
sions granted to the tester.

In some embodiments, clustering of runs of test scenarios
to clusters of similar runs is done, at least in part, according to
descriptions related to the systems on which the test scenarios
were run. For example, such descriptions may include con-
figuration elements (e.g., configuration files, customization
code and/or setup files). Additionally or alternatively, the
descriptions may include configuration changes (e.g., addi-
tion, deletion, and/or modifications) to the configuration ele-
ments. Thus, for example, runs of test scenarios concerning
modules with similar configuration files (e.g., the customiza-
tion files indicate similar default procedures and/or database
accesses) may be placed in the same cluster. In another
example, runs of test scenarios executed as a response to
similar configuration changes (e.g., as determined by the
original and/or changed values involved in the configuration
changes), may be placed in the same cluster based on their
similar configuration changes.

In some embodiments, runs of test scenarios may be rep-
resented as vectors of features that may be converted to
numerical values. For example, certain dimensions in the
feature vectors may correspond to the presence or absence of
certain fields, procedures, test steps, and/or transactions in a
test scenario (e.g., a value of ‘1 is given to a feature if a field
has a certain value in the test scenario, and ‘0’ otherwise.
Alternatively, a value of ‘1’ is given to a certain feature if a
certain procedure is called in the test scenario, and ‘0’ other-
wise). In another example, certain dimension in the feature
vectors contain values of a certain field from a run (e.g., time,
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data, or price), or are derived from processing one or more
field values (e.g., averaging the delivery time from multiple
entries of individual delivery times entered in a screen). In yet
another example, certain values in a feature vector are
assigned numerical values according to categories to which
values from the runs belong. For example, a sale may be
categorized as “domestic” or “foreign”, and accordingly be
given a value of “1” or “2” in the feature vector.

Feature vector representations may be utilized in order to
compute a degree of similarity between feature vectors of
runs of test scenarios. For example, in cases where the feature
vectors contain numerical values (or can be converted to
numerical values), the distance similarity between vectors
representing test scenarios may be computed using one or
more of the following established distance metrics: Euclidean
distance of various norms, vector dot product, cosine of angle
between vectors, Manhattan distance, Mahalanobis distance,
Pearson correlation, and Kullback-Leibler divergence.

In one embodiment, a cluster of similar runs includes runs
that are represented by similar vectors. Optionally, similar
vectors may be characterized in various ways. In one
example, similar vectors are vectors whose average pairwise
similarity is above a predetermined threshold (e.g., the
threshold may be 0.5). Optionally, the average pairwise simi-
larity is determined by computing the average of the dot
product of each pair of vectors. In another example, similar
vectors are vectors that are all similar to a certain representa-
tive vector; e.g., the vectors all within a sphere of a certain
Euclidean distance from the representative.

Those skilled in the art may recognize that various cluster-
ing algorithms and/or approaches may be used to cluster runs
of test scenarios into clusters that include similar runs of test
scenarios. For example, the clustering may be done using
hierarchical clustering approaches (e.g., bottom-up or top-
down approaches) or using partition-based approached (e.g.,
k-mean algorithms). In addition, some of the test scenarios
may have assigned clusters while others may not. In such a
case, a semi-supervised clustering approach may be used
such as an Expectation-Maximization (EM) algorithm.

In one embodiment, the clustering of the runs of test sce-
narios to clusters that include similar runs may be done uti-
lizing a classifier that is trained to assign test scenarios to
predetermined classes. Optionally, the classifier is trained on
labeled training data that includes training data that includes
representations of runs of test scenarios (e.g., feature vectors)
and labels corresponding to clusters to which the runs are
assigned. Ifthe labels in the training data are assigned accord-
ing to some (possibly arbitrary) notion of similarity between
test scenarios, clusters of test scenarios that have the same
label assigned by the classifier are likely to contain runs that
are similar according to the notion of similarity.

Optionally, runs of test scenarios are labeled according to
the module they involve (e.g., “sales”, “human resources”,
“manufacturing”), the type of activities involved in the sce-
nario (e.g., “accessing database”, “data entering”, “report
generating”), fields in the test scenario (e.g., “customer 1D”,
“part number”), properties of the test scenario (e.g., “fast”,
“many steps”, “expensive”, “includes private data”), and/or
results of a run of the test scenario (e.g., “ok”, “error”, “access
denied—permissions™). Optionally, labels may be con-
structed from multiple attributes. For example, a run of a test
scenario may be labeled as “involve sales, no private data,
access corporate database”.

Optionally, labels assigned to runs of test scenarios may be
generated and/or assigned manually (e.g., by a tester running
a test), and/or automatically, e.g., by a procedure that ana-
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lyzes a test scenario to detect attributes describing it (e.g.,
what modules and/or procedures it involves).

Those skilled in the art may recognize that there are many
algorithms, and/or machine learning-based approaches, that
may be used to train a classifier of runs of test scenarios using
labeled training data. For example, some examples of the
algorithms that may be used include logistic regression, deci-
sion trees, support vector machines, and neural network clas-
sifiers.

In some embodiments, clusters of runs of test scenarios
may be assigned a cohesion rank that describes how close to
each other are runs belonging to the cluster. A cohesion rank
of'a cluster may describe various aspects related to the close-
ness of runs of test scenarios belonging to a cluster. In one
example, similarity of runs of test scenarios is related to the
fields included in the screens of the test scenarios; some of'the
fields may be common to the screens involved in runs belong-
ing to the cluster, and some may not. The cohesion rank may
be proportional to the number of fields that are common in the
runs belonging to the cluster (e.g., they belong to at least 50%
of'the runs in the cluster). The cohesion rank can be between
two runs of test scenarios or between groups of runs of test
scenarios. Optionally, the cohesion rank may be expressed via
cluster metrics such as average distance from the cluster
centroid or the ratio between the average radius of a cluster
(intra-cluster distance) and the average distance between
clusters (inter-cluster distance).

Clusters generated in the embodiments (e.g., clusters of
runs of similar test scenarios) may be filtered in various ways.
Optionally, the filtering may be done in order to reduce the
number of clusters that need to be considered and/or retain
clusters with a certain desirable property. Optionally, a test
scenario template generated from a filtered cluster and/or
representing a filtered cluster is not suggested to a user. Alter-
natively or additionally, a filtered cluster is not utilized for
generating a test scenario template and/or does not have a test
scenario template to represent it. Optionally, clusters are fil-
tered according to their size. For example, clusters of runs of
test scenarios that contain less than a predetermined number
of runs are filtered. Optionally, clusters are filtered according
to the number of their associations. For example, runs of test
scenarios in a cluster may be associated with certain organi-
zations (e.g., each run may be associated with an organiza-
tion). Clusters containing runs that are associated with too
few different organizations may be considered too homog-
enous and filtered.

Test Scenario Templates

A test scenario template may include various test steps that
need to be performed by a user in order to test certain aspects
of'a system being tested. Optionally, in some embodiments, a
test scenario template may be lacking one or more values that
need to be provided in order to run a test scenario based on the
test scenario template. In such a case, a user running a test
scenario based on the template may be required to enter the
one or more values that need to be provided, in order to
complete the template of the test scenario; alternatively, the
one or more values and be calculated and/or guessed. In one
example, a test scenario template may describe a test scenario
in which an order process is completed; the template may be
lacking a customer name and product ID, and in order to run
an instantiation of the template, a user may be required to
enter the lacking details. In another example, a template may
be of a test scenario in which rush shipping is performed; a
screen presented to the user may already have the rush ship-
ping box checked, but the user may still need to add details
such the client account number and shipping address.
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In one embodiment, a template may include certain values
from which a user may be required to choose in order to run
a test scenario instantiated from the template. For example, a
template may have various values for a discount (e.g., 10%,
20%, or 50%); a user needs to choose from in order to com-
plete a transaction that is part of the template. Optionally, the
values the user may need to choose from are derived from one
or more runs of test scenarios that were used to generate the
template. For example, the aforementioned values of the dis-
count are the most popular values found to be used in runs of
test scenarios from which the template was generated.

In some embodiments, one or more runs of test scenarios
may be used in order to generate a test scenario template to
represent them. Optionally, the test scenario template is gen-
erated by a template generator module. In one example, the
runs of test scenarios may belong to a cluster. Optionally, the
test scenario template may identify, for its corresponding
cluster, one or more transactions used by test scenarios
belonging to the cluster. Additionally or alternatively, the test
scenario template may identify a way of using transactions
that are part of the test scenarios whose runs belong to the
cluster. For example, a template may define the order of
programs that are to be called, the type of actions that are to be
taken by a user (e.g., what fields to fill, what buttons to push),
and/or provide default values to at least some of the fields
(e.g., enter default values to some fields that appear on screens
that are part of test scenarios generated from the template).
Additionally or alternatively, a test scenario template may
identify one or more possible values that may be used to run
a transaction identified by the template.

It is to be noted that phrases such as “identifies a transac-
tion” involves any type of transaction identification, such as a
transaction identification number, a name of a transaction, a
description of a transaction, a screenshot of a transaction,
computer code of a transaction, and/or any other method that
enables ahuman and/or a computer to link between a possible
value and a transaction. Additionally, identifying a transac-
tion may involve noting a transaction identification. In one
example, noting a transaction identification involves storing
the transaction identification; for example, a template may
store transaction identification numbers that are to be
executed when running an instantiation of the template. In
another example, noting a transaction identification involves
providing the transaction identification. For example, upon a
query, scanning a template may generate and/or transmit
names of transactions that are stored in it.

Generating the template may involve utilizing information
from a plurality of runs of test scenarios. For example, one or
more test steps, commands, and/or values may be copied from
at least one of the plurality of runs of the test scenarios and
placed in the template. Additionally or alternatively, informa-
tion contained in at least some of the plurality of runs may be
analyzed in order to determine certain test steps, commands,
and/or values are to be used in the template. Note that not all
information in the plurality of run of the test scenario needs to
be utilized to generate the test scenario template. For
example, a test scenario template may include a proper subset
of test steps included in certain runs. In another example,
certain runs, such as certain runs in a cluster, may be disre-
garded when generating a template based on other runs in the
same cluster.

In some embodiments, template generation may be based
on information obtained from one or more test scenarios.
Optionally, instantiations of the one or more test scenarios are
runs of test scenarios obtained and/or identified from activity
data of users. In one example, a test scenario may include a
script comprising test steps, and one or more test steps from
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the script are included in the template. Note that the script
may be one various types of media; for example, a hard copy
document (e.g., paper), an electronic document (e.g., a
Microsoft Word™ or a PDF document), and/or a list of com-
puter commands (e.g., a script for an automatically run test
scenario). In another example, a test scenario may include
certain values that may be altered by a user running instan-
tiations of the test scenario (e.g., the certain values may be
default values). In this example, to generate the template it
may be desirable to utilize a certain value from a test scenario,
rather than a user-provided value from a run that is an instan-
tiation of the test scenario.

A test scenario template may be generated based on data
coming from several sources. In one embodiment, a template
is based on automatic test scenarios (e.g., scripts run auto-
matically by a program without any essential human inter-
vention). Additionally, the template may also be based on the
runs of the same test scenario. Thus, certain values in the
template may come from the test scenarios, while other val-
ues may come from the runs. In another example, a template
may be based on runs coming from different organizations.
The template may contain certain screens coming from a first
organization (e.g., as they appeared in runs associated with
the first organization), while other screens in the template
may come from runs associated with a second organization.

In one embodiment, a test scenario template is generated
from a first run of a test scenario run by a first user and a
second run of a test scenario run by a second user belonging
to a second organization. Optionally, the first and second runs
were obtained from monitoring of the first and second users,
respectively. Additionally, the first organization may be dif-
ferent from the second organization and the first user is not the
second user. The test scenario template generated from the
first and second run identifies a transaction used in the first
and second runs and one or more possible values for running
the transaction. Optionally, additional runs of test scenarios,
besides the first and second runs, are used to generate the test
scenario template.

In one embodiment, at least one of the possible values for
running a transaction in a template generated from first and
second runs may be derived from values obtained from the
first and/or second runs. Optionally, the at least one of the
possible values for running the transaction does not appear in
each of the first and second runs. For example, the at least one
of the possible values is an average of a first value from the
first run, and a second value form the second run, and the first
value does not equal the second value. Optionally, the test
scenario template includes a combination of the possible
values that may be used to run the test scenario template, and
the combination does not appear in any of the first and second
runs. For example, a combination of possible values involves
fields ] and f,; the first run has values v, and u, for the fields
f, and f,, respectively, and the second run has values v, and u,
for the fields f, and f,, respectively. In addition, v, does not
equal v, and u, does not equal u,. In this example, if the test
scenario template has a value v, for f; and u, for £, then it
contains a combination of possible values that does not
appear in any of the first and second runs.

In one embodiment, the first and second runs upon which a
template is based, may each be manual, semi-automatic, or
automatic runs of test scenarios. In one example, a test sce-
nario template is generated from a first run of a first test
scenario which is a manual test scenario and a second run of
a second test scenario which is an automatic test scenario. In
another example, a test scenario template is generated from a
first run of a first test scenario and a second run of a second test
scenario, and both the first and second runs are automatic.
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In another embodiment, the first test scenario and second
test scenario are the same test scenario. Thus, the first run and
the second run are instantiations of the same test scenario. In
this case, despite being runs of the same test scenario, the first
and second runs may be different (e.g., due to different inputs
provided by a user during their running). Alternatively, the
first test scenario and second test scenario may be different
test scenarios. Thus, the first run and the second run are runs
of different test scenarios; however, the first and second runs
may be similar due to similarities (despite being different)
between the first and second test scenarios and/or similarities
in inputs provided by the user while running the first and
second runs).

In one embodiment, generating a test scenario template
involves receiving multiple runs (e.g., runs belonging to a
cluster of similar runs), and selecting at least a first run and a
second run, from among the multiple runs, upon which the
template is to be based. Optionally, the first and second runs
are selected such that they belong are runs of different users
and/or runs of users belonging to different organizations.
Optionally, the first and second runs are runs that exhibit, on
average a high similarity to the multiple runs (e.g., they are
similar to a cluster centroid). Optionally, the first and second
runs are selected such that other of multiple runs have a
similarity to either the first run or the second run that reaches
a predetermined threshold. Optionally, the first and second
runs are selected according to a profile, such as a profile of a
certain user. Optionally, the profile indicates transactions and/
or values typically utilized by the certain user, and the first and
second runs that are selected involve transactions and/or val-
ues that appear in the profile.

In one embodiment, generating a test scenario template
from a cluster of runs of test scenarios involves identifying a
representative run of a test scenario for the cluster, and using
the representative run of a test scenario as basis for the at least
one template.

In one embodiment, generating a test scenario template
from a run of a test scenario may involve utilizing information
from the run of the test scenario. For example, one or more
test steps, commands, and/or values may be copied from the
run and placed in the template. Additionally or alternatively,
information contained in the run may be analyzed in order to
determine certain test steps, commands, and/or values are to
be used in the template. Note that not all information in the
run of the test scenario needs to be utilized to generate the test
scenario template. For example, the template may include a
proper subset of test steps included in the run of the test
scenario. Optionally, certain information in the run which
may be deemed proprietary is not utilized for the template.
Additionally or alternatively, certain information in the run
which may be deemed proprietary is removed from the tem-
plate.

In another embodiment, generating a test scenario template
from runs of test scenarios (e.g., the runs belong to a cluster of
similar runs of test scenarios), may involve utilizing values of
a field, as they appear in runs, in order to set the value of the
field in the test scenario template.

In one embodiment, the value for the field in the test sce-
nario template is selected from the values of the field in the
runs of test scenarios in the cluster. For example, the value of
the field in the template is set according to the value of the
field in a randomly selected run of a test scenario from the
cluster.

In one embodiment, the value for the field in the test sce-
nario template is generated by a function with one or more
parameters that are set according to the values of the field in
the runs of test scenarios in the cluster. Optionally, the value
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generated by the function is not a value found in any of the
runs belonging to the cluster. For example, in order to fill the
field “age” in the template, a distribution of the values of
“age” in runs in the cluster may be learned, and then the value
in the template may be set according to the expectation of the
learned distribution or randomly drawn according to the dis-
tribution. In this example, the resulting value of “age” may
not be an actual value that appears in any of the runs belong-
ing to the cluster.

Test scenario templates may be suggested to a user so that
the user may run an instantiation of the templates on a system
to which the user belongs and/or is associated with. Option-
ally, a template may be generated from one or more runs of
test scenarios associated with various organizations to which
the user does not belong.

In some embodiments, a user is suggested to run a test
scenario template by presenting the user with a suggestion on
a user interface. For example, the user interface may be a
screen (e.g., monitor, image projected on a screen, and/or
augmented/virtual reality display). In another example, the
user interface may involve a speaker. Optionally, the user may
interact with a system via the user interface in various ways;
for example, touch (e.g., via a touch screen), typing (e.g., on
a physical and/or virtual keyboard), a hand-operated control
device (e.g., a mouse), and/or voice commands. Optionally,
the user is given an opportunity to modify via the user inter-
face, data related to the instantiation and presented on the user
interface; for example, the user may modify default values,
set according to the template, and presented on a screen that
is presenting while running an instantiation of the template.
Optionally, the user interface may initiate an instantiation of
a test scenario template; for example, the user interface may
present a first screen of the test scenario template and prompt
the user to take a certain action to advance execution of the
template.

In one embodiment, a user is recorded while running a
certain test scenario. If it is identified that the certain test
scenario is similar to a test scenario template (e.g., the certain
test scenario involves similar test steps, transactions, and/or
values as those involved in the template), it may be suggested
to the user to run an instantiation of the test scenario template.
Optionally, a suggestion to the user to run an instantiation of
the template is made via a user interface.

In another embodiment, a profile of a user is utilized to
suggest to the user to run a test scenario template appropriate
to the user based on information included in the profile. In one
example, the profile may include various information regard-
ing the user and/or an organization to which the user belongs,
such as information regarding modules, business processes,
and/or transaction utilized by the user and/or organization. In
another example, the profile may include runs of the user
and/or users belonging to a certain organization, and/or data
derived from the runs. In addition to the profile, and/or instead
of it, the suggestion of a template to the user may be done
according to other factors such as coverage of templates,
importance of templates, ranking of templates, and/or con-
nectivity factors of templates, as described in more detail
below.

Coverage

In order to validate that certain system elements operate
correctly after installation, customization, a change, and/or
an upgrade is done to the system—it is often the case that
many test scenarios need to be run. In order to validate the
system’s performance, it is desirable that the test scenarios
that are run should cover many elements that may be related
to, and/or affected by, the installation, customization, change,
and/or upgrade. For example, the elements may include vari-
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ous transactions that may exhibit undesired behavior due to
the certain configuration change and/or upgrade; each
executed test scenario may be able to be used to test a subset
of'the transactions that are likely to be affected by the change,
and/or update, in order to determine if unwanted system
behavior occurs that involves one or more transactions.
Therefore, the coverage offered by a set of test scenarios (or
test scenario templates), such as which modules, business
processes, and/or transactions are evaluated by running a set
of test scenarios, becomes an important consideration when
selecting which test scenarios to run. Ideally, it would be
desirable to obtain as large coverage as possible with test
scenarios, however, often restrictions stemming from limited
resources for running test scenarios have also to be taken into
account.

In one embodiment, coverage refers to a percent of busi-
ness processes, used by an organization, that are sufficiently
tested by test scenarios in relation to the total number of
business processes used by an organization or a certain user.
For example, if 40% of the business processes run by users of
an organization are sufficiently tested by certain test sce-
narios, then the coverage of the certain test scenarios is 40%.
In some cases in order for a module, business process, and/or
transaction to be sufficiently tested, more than one aspect of
the module, business process, and/or organization needs to be
tested. This may involve running multiple tests in order to
cover the more than one aspect. For example, different com-
binations of input data for the same screen need to be pro-
vided in order to test various aspects of a certain business
process.

In one embodiment, a required coverage for a certain user
that runs test scenarios, is received and utilized for suggesting
test scenario templates for the user. For example, the required
coverage may list certain transactions that need to be evalu-
ated with test scenarios run by the user, and optionally the
number of test scenarios that need to be run to evaluate at least
some of the transactions. Alternatively or additionally, the
required coverage may indicate what percentage of a sys-
tem’s transactions need to be evaluated by the test scenarios.
In another example, the required coverage may indicate
which business processes, screens, and/or specific fields need
to be evaluated by running test scenario.

In one embodiment, achieving a required coverage is done
by evaluating a large number of test scenario templates and
estimating coverage achieved by individual templates and/or
subsets of templates. Following the evaluation, a subset of
templates that includes at least one template is suggested to
the user in order to achieve the required coverage. Optionally,
the suggested subset that includes at least one template is a
subset with an essentially minimal number of templates and/
or involves performing an essentially minimal number of test
steps. It is to be noted that by an “essentially minimal” num-
ber it is meant a number close to the absolute minimal pos-
sible, for example up to 10% more than the absolute mini-
mum. In some cases, the absolute minimal number of
templates may be determined by an exhaustive evaluation of
all possible subsets of templates; however, this may prove
intractable if a large number of templates are involved.

In one embodiment, calculating the required coverage for a
certain user is based on a usage information of a certain user.
For example, by analyzing the usage information a list may be
prepared of certain modules, business processes, and/or
transactions the user frequently utilizes. This list can then be
used to guide a search for a certain subset of test scenario
templates that tests aspects of items on the list which need to
be tested.
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Finding a minimal sized subset of template obtaining a
desired coverage need not require exhaustive search in every
case. Those skilled in the art may recognize that there are
structured methods for evaluating a search space of subsets of
templates such as branch-and-bound approaches, or A*
searches that enable finding the essentially minimal subset
without necessarily evaluating all subsets of templates. In
addition heuristic search methods may be used, such as simu-
lated annealing, genetic algorithms, and/or random walks in
order to quickly find subsets with a small number of templates
(but not necessarily minimal). Additionally, optimization
algorithms that involve constraint satisfaction may be used to
efficiently find an essentially minimal subset.

In one embodiment, a goal of a search for a subset of
templates that achieves a certain coverage is to find a subset of
templates, which involves a minimal amount of testing time
on the user’s part. Achieving the required coverage for the
certain user involving the shortest testing time for the user
may be done by estimating time to achieve a required cover-
age for the certain user by many templates (e.g., in a search
performed in the space of possible subsets of templates). And
after evaluating the time it takes to run each of the many
templates and/or subsets of templates, suggesting the certain
use utilize a subset that includes at least one of the templates,
that both achieves the required coverage and requires an
essentially minimal time to complete. In this case, the sug-
gested templates are likely to be templates relevant to sce-
narios that are expected to be used by the certain user, and are
likely to be spread to approximately achieve a uniform cov-
erage of the scenarios with the suggested templates.

In some cases, it is useful to refer to a coverage of a test
scenario template with respect to a test scenario. In one
embodiment, a template is said to cover a certain test scenario
if it involves essentially the same test steps as the test sce-
nario. Additionally or alternatively, coverage of a template
with respects to a test scenario may be the percentage of test
steps of the test scenario that are included in the template.
Similarly coverage of a subset of templates with respect to a
test scenario may refer to the test steps in the test scenario that
are included in at least one of the templates in the subset.

Importance of a test scenario for a certain user may also be
an objective that guides the suggestion of a template to the
certain user. In one embodiment, test scenario templates that
cover a test scenario are estimated to be important are sug-
gested to the certain user before other templates that are
estimated to be less important.

There are various ways in which importance of a test sce-
nario may be evaluated. In one example, the importance of a
certain test scenario is determined by frequency in which the
certain test scenario is used relative to frequency in which
other test scenarios are used. Thus, atest scenario often run by
the certain user may be deemed significantly more important
than a test scenario rarely run by the certain user. In another
example, importance of a certain test scenario is determined
by characteristics of users that run the certain test scenario,
compared to characteristics of users that run other test sce-
narios. For instance, if a certain test scenario is run primarily
by users that hold high positions in an organization’s hierar-
chy, it is likely that the certain test scenario is more important
than another test scenario that is used primarily by users on
the lower rungs of the organization’s hierarchy. In yet another
example, importance of a certain test scenario is determined
by a financial value associated with the certain test scenario
compared to a financial value associated with other test sce-
narios. For example, a test scenario that involves retaining an
unsatisfied customer may be given a high financial value for
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the organization compared to another transaction which
involves sending customers a notice that their order is still
pending.

Profile of a User

A profile of a user may include data related to the user, an
organization to which the user belongs, and/or activity of the
user on a software systems, such as software systems associ-
ated with the organization. Optionally, at least some of the
data in a profile may be considered proprietary data. Option-
ally, the proprietary data may identify details regarding the
user and/or an organization related to the profile, such as an
organization to which the user belongs. In one example, a
profile may include proprietary data about the user (e.g., age,
address, languages, skills), and/or proprietary data related to
arole of the user in the organization (e.g., job title, placement
of user in organizational chart, and/or permissions and/or
privileges of the user). In another example, the profile may
include proprietary data related to the organization to which
the user belongs (e.g., field of operation, name and sizes of
departments, products and/or services provided by the orga-
nization, permissions and/or accounts of the organization,
and/or customers and/or suppliers of the organization). In yet
another example, proprietary data included in a profile of a
user may be indicative of activity of the user. In this example,
the activity may have been previously observed and/or
recorded (e.g., by monitoring of the user). Additionally or
alternatively, the activity may be predicted based on charac-
teristics of an organization to which the user belongs, the
position the user holds in the organization, and/or other
attributes of the user (e.g., permissions and/or accounts of the
user).

In one embodiment, a profile of a user includes data that is
indicative of test scenarios relevant to the user and/or tem-
plates of test scenarios relevant to the user. For example, the
profile may include attributes such as modules used by the
user, transactions used by the user (e.g., identifiers of trans-
actions and the number of times they were executed), and/or
characteristics derived from activity of the user (e.g., accesses
to databases, quantities of network data generated, reports
generated by the user). Optionally, a profile of a user may
include runs of test scenarios of the user, and/or results of a
summary and/or analysis of runs of test scenarios of the user.
For example, the profile may include a list of the transactions
that are executed often in runs of test scenarios of the user.
Optionally, a profile of a user may include information indica-
tive of test scenario templates utilized by a user (e.g., tem-
plates which the user ran instantiations of).

A profile of a user may be used in order to suggest to the
user to utilize a certain test scenario template. Optionally, the
template may be selected from among one or more test sce-
nario templates generated from clusters of runs of test sce-
narios. For example, given a profile that indicates that a user
performs many transactions involving database updates, the
system may recommend for the user a template generated
from a cluster that contains runs of test scenarios that involve
database updates. In another example, if the profile of a user
contains samples of runs of test scenario run by the user, the
system may suggest to the user to use a template generated
from a cluster that contains test scenarios that are similar to a
test scenario from which a run in the profile was instantiated.
In yet another example, a profile includes state information
regarding an organization to which a user belongs, such as the
time zone and location of a certain site. This information may
be used to suggest a certain template for a user testing a
software system at the site. For example, a template that
involves a report of a vacation of a user in advance may be
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relevant to an organization site located in France, but not for
a site in the US (where such a practice may not be typically
required).

Inone embodiment, a profile of a user includes permissions
of a user. For example, if a profile indicates that a user has
permission to approve vacations, the user may be suggested to
run a test scenario instantiated from a template that includes
such a task. However, if the user does not have such a per-
mission, then the certain template is irrelevant for the user. In
another example, a profile describes a position of the user in
the organization hierarchy. In this example, a first user may
belong to the marketing department, and thus has permission
to enter a new potential client in to the system. A second user
may belong to the sales department, and thus can send an offer
to a client. Thus, based on the profiles of the users, the system
may suggest relevant templates for the users: to the first user
atemplate that involves entering client data, and to the second
user a template that involves making an offer to a client, and
not vice versa.

In some embodiments, a profile may belong to an organi-
zation. For example, it may describe a generic user belonging
to the organization. Optionally, a profile of an organization
may be utilized to perform initial filtering of test scenario
templates for users belonging to the organization. For
example, according to a profile of an organization, the orga-
nization may not be authorized to run a test scenario instan-
tiated from a certain template (e.g., due to lack of permission).
This may make the template irrelevant for each and every user
belonging to the organization. However, if the organization is
authorized to run an instantiation of the test scenario tem-
plate, according to the profile of the organization, then a
profile of an individual user belonging to the organization
may need to be checked in order to determine if the template
is relevant to the individual user (e.g., to check whether the
user has permission to run a test scenario instantiated from the
template). In another example, a profile may indicate a
method in which the organization conducts business. For
instance, the profile may indicate a policy of making pay-
ments for goods. Thus, if the profile indicates that the orga-
nization always pays after receiving goods, a template that
describes advanced payment for goods is not relevant for any
user in that organization.

In one embodiment, a profile of a user may include usage
data of an organization to which a user belongs. For example,
the profile may describe which modules are relevant to orga-
nization. Based on the profile, a user will be suggested tem-
plates that are relevant to the organization. Similarly, the
profile may describe actions that users belonging to the orga-
nization may have permission to perform. For example, if
users of an organization are not authorized to access a certain
database, a user belonging to the organization will not be
provided with a template that includes an access to the certain
database.

In some embodiments, a profile of a user and/or an orga-
nization may represent usage of transactions by the user and/
or users belonging to the organization. Optionally, a profile
that represents usage of transactions may be represented in
various ways. The profile may include a list of runs of test
scenarios, clusters of runs, and/or transactions utilized by the
user. Optionally, the usage data may be represented as a
vector in which each dimension may correspond to a certain
transaction, cluster of runs, and/or template. In one example,
if a user utilized a transaction, a value of the vector in a
corresponding dimension is 1, otherwise it is 0. In another
example, a value of a dimension in the vector that corresponds
to a certain cluster of runs is set according to the number of
runs in the cluster that were run by the user. Thus, the more the
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user used transactions with corresponding runs in the certain
cluster, the higher the corresponding value in the vector.

Having a vector representation for at least some of the
values in a profile makes it easier, in some embodiments, to
compare between profiles (e.g., to find similar vectors repre-
senting similar profiles of users). Additionally, vector repre-
sentation of profiles may make it easier to perform math-
ematical operations, such as vector dot-product or matrix
factorization.

A profile of a user may be utilized to customize a test
scenario template for the user. For example, by filtering the
test scenario template in order for it to be more appropriate for
the user. In one embodiment, a profile of the user may be used
to determine which test steps, from among the test steps
described in a test scenario template, are relevant for the user,
and optionally remove test steps that are irrelevant. For
example, a profile of the user may indicate that the user does
not confirm shipments. A test scenario template, suggested to
the user may include several test steps that culminate with a
test step involving confirming shipment. In such a case, the
last test step may be removed in order to make the test sce-
nario template more appropriate for the user. In one example,
a template may include values related to international ship-
ping; however, if the profile of the user indicates that the user
runs transactions that only involve domestic shipping, certain
values concerning international aspects of the transactions
may be removed from the template (e.g., destination country,
currency conversion rates). In another example, a template
that includes a transaction that is part of an employee evalu-
ation process may include values related managerial assess-
ment of the employee. If the profile of the user indicates that
the user is not a manager, then those details may be irrelevant
for the user. In this case, the user may receive a template that
only includes transactions in which self assessment of the
employee are performed. In another embodiment, a profile of
the user may be used to determine which values utilized in a
test scenario template may be appropriate for the user.
Optionally, values deemed irrelevant to the user may be
removed from the test scenario template suggested to the user.
Optionally, the user may be requested to provide relevant
values instead of the removed irrelevant values. For example,
aprofile of a user may indicate that the user deals exclusively
with domestic customers having domestic addresses. How-
ever, a test scenario template may include default values that
correspond to foreign addresses. In such a case, the foreign
addresses may be removed, and the user may be requested to
provide examples of domestic addresses.

Cleaning Proprietary Data

In one embodiment, a test scenario template generated
from one or more runs of test scenarios does not include
proprietary data captured during the stage of monitoring users
that ran the test scenarios. Optionally, the one or more runs of
test scenarios belong to a cluster and the test scenario tem-
plate is generated as a representative of the cluster.

In one embodiment, determination of whether certain data,
which appears in a run of a test scenario and/or is obtained
from processing data from the run, is proprietary data is based
on the repetitiveness of the data in runs of test scenarios. For
example, if a certain value appears in only a small proportion
of the runs, in runs of a small number of users, and/or runs
associated with a small number of organizations, the certain
value may be considered proprietary. Conversely, if a certain
value is the same in many runs, or in runs of at least a certain
proportion and/or number of the users, and/or is associated
with at least a certain proportion and/or number of organiza-
tions, that value may be considered to be non-proprietary.
Optionally, a predetermined proportion is used as a threshold
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to determine if a certain value is proprietary or not. For
example, if a number of different users which ran runs of test
scenarios that included the certain value is less than the pre-
determined threshold, the value is considered proprietary for
those users who had runs that included the value. Otherwise,
it may be considered non-proprietary (since many users had
the value in one of their runs). It is to be noted, that “prede-
termined” refers to both a fixed value known a priori (e.g., a
threshold of 10 users) and/or a value derived from known
logic (e.g., 10% of the users).

In one embodiment, data for which one or more of the
following is true may be considered proprietary data associ-
ated with an organization and/or proprietary data belonging to
the organization: the data describes an aspect of the organi-
zation and/or a user belonging to the organization; the data
appears in a database of the organization; the data appears in
arunofatest scenario associated with the organization and/or
is derived from the run; and/or the data is generated by a
software system associated with the organization. For
example, any data on a server belonging to an organization
may be considered proprietary data associated with the orga-
nization. In another example, any data derived from analysis
of runs of'test scenarios associated with an organization may
be considered proprietary data of the organization. Addition-
ally or alternatively, data for which one or more of the fol-
lowing is true may be considered proprietary data of user
and/or proprietary data belonging to the user: the data
describes an aspect of a user; the data describes an organiza-
tion to which the user belongs; the data appears in a database
of the user; and/or the data appears in a run of a test scenario
run by the user.

It is to be noted that as used herein, a phrase like “propri-
etary data” may refer to proprietary data of an organization
and/or proprietary data of a user. Additionally, phrases like
“proprietary values” and “proprietary data” may be used
interchangeably in this disclosure.

In one example, proprietary values are removed from a test
scenario template generated from a certain cluster (i.e., one or
more runs belonging to the certain cluster were utilized to
generate the template). Optionally, the proprietary values are
removed by a data cleaner module that operates on the gen-
erated template. Additionally or alternatively, removal of pro-
prietary data may be done by other modules belonging to the
system, such as a template generator, a customization mod-
ule, a ranking module, and/or a user interface. Optionally,
removing the proprietary values involves selecting a value
from the template, and removing the selected value from the
template if the selected value appears in less than a first
predetermined number of runs of test scenarios in the certain
cluster. Additionally or alternatively, the selected value may
be removed if it appears in runs belonging to the certain
cluster that are associated with less than a second predeter-
mined number of different organizations. In this example,
both the first predetermined number and the second predeter-
mined number are greater than one. Optionally, the first pre-
determined number and/or the second predetermined number
are proportional to the number of user with runs belonging to
the certain cluster and/or the number of organizations asso-
ciated with runs belonging to the certain cluster. For example,
the first predetermined number may be set to be the maximum
of two and 10% of the users with runs in the certain cluster.

Determining whether data is proprietary may utilize a pro-
file of a user and/or a profile of an organization. For example,
any data that appears in a profile of a user and/or an organi-
zation may be considered proprietary and thus not allowed to
be included in a template. In another embodiment, the profile
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may indicate certain data is proprietary (e.g., by placing itaan
exclusion list which prohibits utilization of the data in tem-
plates).

In one embodiment, testing whether certain data is propri-
etary is done by querying a database (e.g., a database that
contains samples of proprietary data). Additionally or alter-
natively, the certain data may be submitted to a procedure that
evaluates the data to determine whether the data is likely to be
proprietary. For example, the procedure may perform seman-
tic and/or syntactic analysis of the data to check whether the
certain data has a certain meaning and/or contains certain
patterns that indicate that it is likely to be proprietary. For
example, the procedure may scan the certain data for strings
like “bank account”, “address”, and/or “social security num-
ber”.

In another embodiment, a user may provide feedback on
certain data which indicates whether the certain data is pro-
prietary. For example, the user may review values of data
fields prior to running a test scenario and indicate which
values the user considers proprietary. Additionally or alterna-
tively, while a test scenario is running, the user may mark
certain data as proprietary (e.g., data the user considers
should not be seen by the user or other users). Optionally, the
user may provide feedback the certain data via a user interface
on which the user is running the test scenario.

In yet another embodiment, determining whether a certain
value may be proprietary may be assisted by noting the
source, location, and/or data structure that contains the cer-
tain value. For example, in certain systems, a value that
appears in a checkbox on a screen is likely to be a default
value of the system, and thus not likely to be proprietary.
However, free text fields on screens are more likely to contain
data entered by a user, and are thus likely to be proprietary. In
a another example, in which the certain value appears in a
drop-down menu in a screen, it might be necessary to deter-
mine from the context whether values in the drop-down menu
are proprietary or not. Additionally, certain systems may be
built in such a way that makes it relatively easy to determine
which data is proprietary and which is not. For example, in
SAP ERP meta data, which typically includes general (non-
proprietary) data, is clearly marked.

In one embodiment, a value in a test scenario template that
is considered proprietary is removed from the template.
Optionally, the proprietary data is removed by a data cleaner
module, a template generator module, a customization mod-
ule, and/or another module and/or combination of modules.
In one example, a value may be deleted from a template;
consequently, the template may contain an indication of miss-
ing data (corresponding to the deleted value); prior to running
a test scenario based on the template and/or during the run of
the test scenario, the missing data needs to be provided (e.g.,
the user is prompted to provide it). Alternatively, a value in a
test scenario template that is considered proprietary may be
removed from the template by replacing it with a default or
“dummy” value.

In one embodiment, proprietary data is not included in a
template. For example, a module generating a template and/or
a module customizing a template, check whether certain val-
ues are proprietary (e.g., by checking whether a certain flag
related to the certain values is raised, or by submitting the
certain values to a procedure for evaluation). If the certain
values are deemed to be proprietary, they are not included in
the template.

Proprietary data may be removed from runs of test sce-
narios at different stages. In one embodiment, the proprietary
data is removed from runs of test scenarios as the runs are
recorded and/or identified. For example, a “scrubbed” version
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of runs, which does not contain certain proprietary data, may
be the data that is provided to components of the system (e.g.,
a clustering module and/or template generator). Optionally,
determining what proprietary data is may relate to general
statistics (e.g., utilization of certain elements and/or values by
a certain proportion of organizations).

In another embodiment, proprietary data is removed from
runs after clustering of the runs is performed. Optionally,
determining what data in the runs should be considered pro-
prietary utilizes the fact that after clustering, clusters contain
similar runs. In one example, the fact that runs belong to
clusters may enable the identification of certain values that
are shared by many runs (which may indicate that the certain
values are not proprietary), or shared by a few runs (which
may indicate that the certain values are proprietary).

In some embodiments, test scenario templates are gener-
ated from one or more runs of test scenarios belonging to a
certain cluster. Optionally, the templates are generated in
such a way that they are not likely to include data that may be
easily traced to specific runs in the certain cluster, users that
ran runs belonging to the certain cluster, and/or organizations
associated with runs belonging to the certain cluster. In these
embodiments, generating a template may involve selecting a
value from a run of a test scenario belonging to the certain
cluster, checking whether the value appears in at least a first
predetermined number of the runs in the certain cluster;
checking whether the value appears in runs in the certain
cluster that are associated with at least a second predeter-
mined number of different organizations; and if both condi-
tions are positive, enabling the test scenario template to utilize
the selected value. Optionally, if at least one of the conditions
is negative the test scenario template is not allowed to utilize
the selected value.

In one embodiment, removing proprietary data from a test
scenario template generated from one or more runs of test
scenarios involves removing most output fields from the runs.
Consequently, most of the information generated in the runs
may be removed. In one example, most of the information
output in the runs is considered proprietary, and is therefore
removed. Optionally, as a result of removing most of the
output fields, the test scenario template does not include
expected values for most test steps. Optionally, running an
instantiation of the test scenario template may require a user
to provide values in most of the test steps.

Customizing a Test Scenario Template

Test scenario templates generated from runs of test sce-
narios of users belonging to different organizations may not
be ideal for a certain user from a certain organization. For
example, the templates may include information such as val-
ues that do not suite the certain user and/or the certain orga-
nization, and/or include certain test steps that are irrelevant
for the certain user and/or the certain organization. It there-
fore may be beneficial to customize test scenario templates
for a certain user and/or a certain organization. Optionally,
customizing a test scenario template may be done as part of
generating the template (e.g., by the template generator), by
another module such as a customization module, or a combi-
nation of modules.

In some embodiments, customizing a test scenario tem-
plate involves adding to the test scenario template one or more
values that are relevant to a certain user and/or a certain
organization. Optionally, the one or more values that are
added replace existing values in the template that may be less
appropriate for the certain user and/or the certain organiza-
tion. Optionally, at least some of the values added to the
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template by the customizing replace proprietary data that has
been removed from the template (e.g., by a data cleaner
module).

In some embodiments, customizing a test scenario tem-
plate is done using proprietary data related to a certain user
and/or a certain organization. The proprietary data may be
directly related to the certain user and/or the certain organi-
zation, such as internal organizational data of the certain user
and/or the certain organization, and/or data obtained by moni-
toring the certain user and/or users belonging to the certain
organization. Additionally or alternatively, the proprietary
data may be of a different user and/or different organization,
and based on similarity to the certain user and/or certain
organization the proprietary data is assumed to be useful for
customizing the template.

Proprietary data used to customize a test scenario template
may have various sources. In one embodiment, proprietary
data relevant to a certain user, for whom a test scenario tem-
plate is customized, is obtained by providing the test scenario
template to a different user, prompting the different user to
provide a missing value, and recording an input value pro-
vided by the different user. Alternatively, the same process
may be performed with the certain user, i.e., the test scenario
template is provided to the certain user, the certain user is
prompted to provide a value, and the value provided by the
certain user.

In another embodiment, the proprietary data relevant to the
certain user for whom the test scenario template is custom-
ized is obtained by guiding a user to provide the proprietary
data while semiautomatically executing an instantiation of
the test scenario template. Optionally, the user providing the
proprietary data is the certain user. Providing proprietary data
via semiautomatic execution may involve filling a value into
a field missing a value in an instantiation of the test scenario
template. This may be done by selecting a value from a
database related to the certain user and testing whether the
selected value is congruous with the field. If the selected value
is congruous with the field, filling the field with the selected
value. Otherwise, prompting the first user to provide a value
for the field missing a value. Optionally, selecting the value
utilizes a heuristics-based algorithm that is run on data from
multiple organizations. For example, the selection of the
value may be based in part on determining how often the
value is used by other organizations. Additionally or alterna-
tively, providing proprietary data via semiautomatic execu-
tion may involve filling a value into a field missing a value in
an instantiation of the test scenario template by identifying
users similar to the certain user. Following that, selecting a
value from runs of test scenarios of the users similar to the
certain user and then testing whether the selected value is
congruous with the field. If the selected value is congruous
with the field, the field may be filled with the selected value.
Otherwise, the certain user may be prompted to provide a
value for the field missing a value.

In one embodiment, proprietary data relevant to a certain
user, for whom a test scenario template is customized, is
obtained by marking locations of values that were removed
from the test scenario template, and directing attention of a
user to provide data appropriate for the marked locations.
Optionally, the user is the certain user for whom the template
is customized. Optionally, the values removed from the test
scenario template were removed by a data cleaner module.

One source of proprietary data useful for customizing a test
scenario template for a certain user may be a profile of the
certain user. For example, such a profile may be provided to a
module that performs customization of the template. Data in
the profile, such as proprietary information related to the user
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and/or the organization may be inserted into the template. For
example, a profile of the certain user may include the user’s
name, address, job title, and/or employee number; these val-
ues may be inserted in their appropriate positions in a cus-
tomized template in order to save the certain user the time and
effort of inserting them when running an instantiation of the
template. In another example, the profile of the certain user
may include a list of customers the user works with, parts the
user frequently orders, and/or contact information of clients
the user frequently interacts with. These values may be auto-
matically inserted into a template in order to customize it and
make it more relevant to the certain user.

In one embodiment, a profile of a user that is used to
customize atest scenario template is a profile of a generic user
of'an organization. In this case, customizing the template may
utilize information that does not identify a specific user. For
example, to customize a template the system may use activity
data from the profile such as a list of modules that are fre-
quently run, but not use data such as an employee name of a
real employee.

Another source of proprietary data useful for customizing
a test scenario template for a certain user may be a data
generator related to the certain user and/or a certain organi-
zation to which the certain user belongs. For example, the
data generator may be a program that extracts values from a
database related to the certain organization. The database
may hold “real world” information such as actual customer
orders, which can be used to generate tests that are more
relevant.

In one embodiment, customizing a test scenario template
for a first user utilizes a customization module and involves
obtaining proprietary data relevant to the first user and sub-
stituting a non-empty subset of proprietary data removed
from the template with the obtained data. Optionally, the
obtained data undergoes processing prior to being entered
into the template.

In one example, the proprietary data relevant to the first
user is obtained from a previously monitored run of test
scenario associated with the first user; for instance, the run of
the test scenario may have been run by the first user, run by a
user associated to an organization to which the first user
belongs, and/or a user with a similar organizational role as the
first user (e.g., both users are sales managers).

In another example, the proprietary data relevant to the first
user is obtained from parsing a manual test scenario associ-
ated with the first user in order to obtain a value associated
with the first user. For example, the manual test scenario may
be a script for running a test that is intended to be used by the
first user, a user associated to an organization to which the first
user belongs, and/or a user with a similar organizational role
as the first user. After obtaining the value associated with the
first user, a non-empty subset of the removed proprietary data
from the template is substituted with the obtained value.

In yet another example, the proprietary data relevant to the
first user is obtained from analyzing a database of the soft-
ware system associated with the first user to obtain a value
associated with the first user. The database may include data
on and/or be accessed by the first user, a user associated to an
organization to which the first user belongs, and/or a user with
a similar organizational role as the first user. After obtaining
the value associated with the first user, a non-empty subset of
the removed proprietary data from the template is substituted
with the obtained value.

In one embodiment, the customization module is also con-
figured to: provide the customized test scenario template to a
second user, prompt the second user to provide a missing
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value, and record an input value provided by the second user.
Optionally, the first user and the second user are the same
user.

Values used for customization of templates may be
obtained, in some embodiments, by exploiting wisdom of the
crowd. This “wisdom” may be gained by analyzing runs of
users from different organization in order to find certain pat-
terns and common values. In one example, many organiza-
tions have a dummy customer entry for testing; for example,
a customer named “test”. Thus, entering “test” as a user is
likely to allow a test scenario to run, so a customization
module may try using the customer “test” in a template being
customized. In another example, SAP catalog numbers usu-
ally start from 1000, and 1000 usually describes a catalog
number for tests and not a real number. Thus, when custom-
izing atemplate, if a catalog number is needed, the value 1000
may be tried. In both of these examples, the knowledge of
which default values may be gained by examining runs of
users from different organizations. This allows a customiza-
tion module to discover from the crowd certain values that
may not be apparent to whomever is customizing the tem-
plate.

In embodiments described in this disclosure, after gener-
ating a test scenario template from one or more runs of test
scenarios (e.g., using a template generator), the template
might undergo further processing such as removal of propri-
etary data, customization, ranking, and/or the template may
be suggested to the user. Optionally, the one or more runs of
test scenarios belong to a certain cluster of similar runs of test
scenarios. FIG. 8A to FIG. 8G illustrate some, but not all,
combinations of system modules that may be used in embodi-
ments described in this disclosure to process the template
and/or suggest the template to a user.

FIG. 8A illustrates a combination of system modules that
may be used in embodiments in which a template generator
770 generates a test scenario template from one or more runs
of'test scenarios. The template is provided to a ranking mod-
ule 771 that may rank the template, for example, by assigning
it a score proportional to its relevancy to a certain user.
Optionally, the ranking module 771 receives a profile of a
certain user and/or a certain organization and utilizes data
from the profile, in order to rank the template. Following that,
a data cleaner 772 receives the template and may remove
proprietary data from the template. Optionally, the data
cleaner 772 receives a profile related to a certain user and/or
a certain organization, and utilizes the profile to remove cer-
tain proprietary data from the template. After removing pro-
prietary data from the template, the template from which
proprietary was removed is provided to a customization mod-
ule 773 that customizes the template by adding certain data to
the template. Optionally, the customization module 773
receives a profile of a certain user and/or a certain organiza-
tion and adds data from the profile, which relevant to the
certain user and/or organization, to the template. The custom-
ized template from which proprietary data was removed is
then provided to a user interface 774. Optionally, the user
interface 774 presents to a user a suggestion to run an instan-
tiation of the customized template from which proprietary
data was first removed.

It is to be noted that in this disclosure, though modules may
beillustrated in figures as separate elements, in some embodi-
ments, they may be implemented as a single element that
performs the functionality of modules. For example, the soft-
ware module that implements the template generator 770 may
also perform the tasks of the data cleaner 772. In another
example, the customization module 773 and the data cleaner
772 are realized by the same software programs.
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In other embodiments, after being processed by various
modules, a template generated by the template generator need
not be provided to a user interface. For example, it may be
stored in the system for further use. FIG. 8B illustrates a
similar portion of a system to the system illustrated in FIG.
8A, however in this system after being subjected to ranking,
removal of proprietary data, and customization, a template is
not presented to a user via a user interface.

The order in which a template may undergo processing by
system modules may differ between embodiments. For
example, FIG. 8C illustrates a combination of system mod-
ules which includes the template generator 770 which pro-
vides a template for customization by a customization mod-
ule 775. Following the customization, a data cleaner 776
removes proprietary data from the template. The template is
then provided to a user interface 777, for example, in order to
be suggested to a user. FIG. 8D illustrates a similar system,
however in it a template generated by the template generator
770 is first provided to a data cleaner 778. After removing
proprietary data from the template, the template is provided to
a customization module 779. The customized template may
then be presented to a user via the user interface 777.

In some embodiments, a user interface is not necessarily
used to suggest templates to a user; it may be utilized by other
system modules to perform their task. FIG. 8E illustrates a
combination of system modules that may be utilized in
embodiments, in which a ranking module 782 and a data
cleaner 780 interact with a user interface 781. For example,
the data cleaner 780 may present a template generated by the
template generator 770 to a user on the user interface 781, in
order for the user to mark and/or approve certain proprietary
data the data cleaner found in the template. Additionally, the
ranking module 782 may present a ranking of the template in
order for the user to verify the ranking and/or edit it. Option-
ally, the user may then determine what is to be done with the
template (e.g., should the user run it, save it for later, and/or
discard it). FIG. 8F illustrates a combination of system mod-
ules that may be utilized in embodiments, in which a customi-
zation module 775 utilizes a user interface to perform cus-
tomization of a template. For example, data that was added to
a template generated by the template generator 770 is pre-
sented to a user on a user interface 784 for approval and/or
editing. Following that, the template may be subjected to
removal of proprietary data by a data cleaner 785. For
example, the proprietary data may be added by the user via the
user interface 784.

In some embodiments, a template that is generated by a
template generator does not undergo additional processing by
system modules. For example, as illustrated in F1G. 8G, after
being generated by the template generator 770, the template
may be sent to the user interface 774 (e.g., to be suggested to
a user).

While some of the above embodiments may be described in
the general context of program components that execute in
conjunction with an application program that runs on an
operating system on a computer, which may be a personal
computer, those skilled in the art will recognize that aspects
may also be implemented in combination with other program
components. Program components may include routines,
programs, modules, data structures, and other types of struc-
tures that perform particular tasks or implement particular
abstract data types. Moreover, the embodiments may be prac-
ticed with other computer system configurations, such as:
cloud computing, a client-server model, grid computing,
peer-to-peer, hand-held devices, multiprocessor systems,
microprocessor-based systems, programmable consumer
electronics, minicomputers, and/or mainframe computers.
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The embodiments may also be practiced in a distributed com-
puting environment where tasks are performed by remote
processing devices that are linked through a communication
network. In a distributed computing environment, program
components may be located in both local and remote com-
puting and/or storage devices. Some of the embodiments may
also be practiced in the form of a service, such as infrastruc-
ture as a service (IaaS), platform as a service (PaaS), software
as a service (SaaS), and/or network as a service (NaaS).

Embodiments may be implemented as a computer imple-
mented method, a computer system, and/or as a non-transi-
tory computer-readable medium. The non-transitory com-
puter-readable medium comprises program code which
provides, or participates in providing, instructions to a pro-
cessor. The non-transitory computer-readable medium may
be implemented, for example, via one or more of a volatile
computer memory, a non-volatile memory, a hard drive, a
flash drive, a magnetic data storage, an optical data storage,
and/or any other type of a tangible computer memory to be
invented that is not transitory signals per se. The program
code may be updated and/or downloaded to the non-transitory
computer-readable medium via a communication network
such as the Internet.

Herein, a predetermined value, such as a predetermined
threshold, may be a fixed value and/or a value determined any
time before performing a calculation that compares a certain
value with the predetermined value. A value may also be
considered to be a predetermined value when the logic, used
to determine whether a threshold that utilizes the value is
reached, is known before start of performing computations to
determine whether the threshold is reached.

In this description, references to “one embodiment” mean
that the feature being referred to may be included in at least
one embodiment of the invention. Moreover, separate refer-
ences to “one embodiment” or “some embodiments” in this
description do not necessarily refer to the same embodiment.
Additionally, references to “one embodiment” and “another
embodiment” may not necessarily refer to difterent embodi-
ments, but may be terms used, at times, to illustrate different
aspects of an embodiment.

The embodiments of the invention may include any variety
of combinations and/or integrations of the features of the
embodiments described herein. Although some embodiments
may depict serial operations, the embodiments may perform
certain operations in parallel and/or in different orders from
those depicted. Moreover, the use of repeated reference
numerals and/or letters in the text and/or drawings is for the
purpose of simplicity and clarity and does not in itself dictate
a relationship between the various embodiments and/or con-
figurations discussed. The embodiments are not limited in
their applications to the details of the order or sequence of
steps of operation of methods, or to details of implementation
of devices, set in the description, drawings, or examples.
Moreover, individual blocks illustrated in the figures may be
functional in nature and therefore may not necessarily corre-
spond to discrete hardware elements.

While the methods disclosed herein have been described
and shown with reference to particular steps performed in a
particular order, it is understood that these steps may be
combined, sub-divided, and/or reordered to form an equiva-
lent method without departing from the teachings of the
embodiments. Accordingly, unless specifically indicated
herein, the order and grouping of the steps is not a limitation
of the embodiments. Furthermore, methods and mechanisms
of the embodiments will sometimes be described in singular
form for clarity. However, some embodiments may include
multiple iterations of a method or multiple instantiations of a
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mechanism unless noted otherwise. For example, when a
processor is disclosed in one embodiment, the scope of the
embodiment is intended to also cover the use of multiple
processors. Certain features of the embodiments, which may
have been, for clarity, described in the context of separate
embodiments, may also be provided in various combinations
in a single embodiment. Conversely, various features of the
embodiments, which may have been, for brevity, described in
the context of a single embodiment, may also be provided
separately or in any suitable sub-combination. Embodiments
described in conjunction with specific examples are pre-
sented by way of example, and not limitation. Moreover, it is
evident that many alternatives, modifications, and variations
will be apparent to those skilled in the art. It is to be under-
stood that other embodiments may be utilized and structural
changes may be made without departing from the scope ofthe
embodiments. Accordingly, this disclosure is intended to
embrace all such alternatives, modifications, and variations
that fall within the spirit and scope of the appended claims and
their equivalents.

What is claimed is:

1. A computer system configured to generate a test scenario
template based on similarity between setup files associated
with different organizations, comprising:

a test identifier configured to identify runs of test scenarios
run by users on software systems that belong to the
different organizations; wherein each organization of
the different organizations is associated with a different
setup file customized for the organization; and wherein
each organization of the different organizations has a
different composition of shareholders;

a processor configured to receive: the setup files and a
certain setup file associated with a certain organization;
the processor is further configured to identify, based on
similarity between the certain setup file and the setup
files, similar organizations which are similar to the cer-
tain organization;

the processor is further configured to identify first and
second runs of a specific test scenario that is utilized by
one or more of the similar organizations;

a template generator configured to generate the test sce-
nario template based on the first and second runs of the
specific test scenario; wherein the test scenario template
identifies a first transaction executed in the first run and
asecond transaction executed in the second run, wherein
the second transaction is different from the first transac-
tion; and

a data cleaner configured to remove from the test scenario
template proprietary data associated with at least one of
the similar organizations.

2. The computer system of claim 1, further comprising a
monitoring module configured to monitor activity of the users
on software systems belonging to the different organizations
and to provide data obtained from monitoring the activity of
the users to the test identifier.

3. The computer system of claim 1, wherein the specific
test scenario was not available in any test suite of the certain
organization prior to generating the test scenario template.

4. The computer system of claim 1, further comprising a
customization module configured to customize the test sce-
nario template by adding to the test scenario template propri-
etary data relevant to the certain organization.

5. The computer system of claim 4, wherein the customi-
zation module is further configured to utilize data included in
the certain setup file to customize the test scenario template.

6. The computer system of claim 1, wherein the processor
is further configured to receive usage data associated with the
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certain organization, and utilize the usage data to identify the
first and second runs of the specific test scenario.

7. The computer system of claim 1, wherein the test sce-
nario template comprises possible values for running the first
and second transactions.

8. The computer system of claim 7, wherein at least one of
the possible values for running the first transaction does not
appear in each of the first and second runs of the specific test
scenario.

9. The computer system of claim 7, wherein the test sce-
nario template includes a combination of the possible values,
and the combination does not appear in any of the first and
second runs of the specific test scenario.

10. The computer system of claim 1, wherein two setup
files that are considered similar are characterized by at least
one of: a certain business process that is described in both
setup files, and overlap of business processes described in the
two setup files reaches a predetermined threshold.

11. A computer system configured to generate a test sce-
nario template based on similarity between descriptions asso-
ciated with different organizations, comprising:

a monitoring module configured to monitor users belong-
ing to different organizations to identify runs of test
scenarios run on software systems belonging to the dif-
ferent organizations; and wherein each organization of
the different organizations has a different composition
of shareholders;

aprocessor configured to receive: a certain description of a
certain organization and descriptions of the different
organizations; the processor is further configured to
identify, based on similarity between the certain descrip-
tion and the descriptions, similar organizations that are
similar to the certain organization;

the processor is further configured to identify first and
second runs of a specific test scenario that is utilized by
one or more of the similar organizations;

a template generator configured to generate the test sce-
nario template based on the first and second runs of the
specific test scenario; wherein the test scenario template
identifies a first transaction executed in the first run and
a second transaction executed in the second run, wherein
the second transaction is different from the first transac-
tion; and

a data cleaner configured to remove from the test scenario
template proprietary data associated with at least one of
the similar organizations.

12. The computer system of claim 11, wherein the certain
description of the certain organization comprises usage data
associated with the certain organization, and the processor is
further configured to utilize the usage data to identify the first
and second runs of the specific test scenario.

13. The computer system of claim 12, wherein both a
description of an organization, considered similar to the cer-
tain description, and the certain description comprise a
description of usage of a non-zero predetermined number of
business processes.

14. A computer implemented method for generating a test
scenario template based on similarity between setup files
associated with different organizations, comprising:

identifying runs of test scenarios run by users on software
systems that belong to the different organizations;
wherein each organization of the different organizations
is associated with a different setup file customized for
the organization; and wherein each organization of the
different organizations has a different composition of
shareholders;
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receiving the setup files and a certain setup file associated

with a certain organization;

identifying, based on similarity between the certain setup

file and the setup files, similar organizations which are
similar to the certain organization;

identifying a first and second runs of a specific test scenario

that is utilized by one or more of the similar organiza-
tions;

generating the test scenario template based on the first and

second runs of the specific test scenario; wherein the test
scenario template identifies a first transaction executed
in the first run and a second transaction executed in the
second run, wherein the second transaction is different
from the first transaction; and

removing from the test scenario template proprietary data

associated with at least one of the similar organizations.

15. The computer implemented method of claim 14,
wherein the specific test scenario was not available in any test
suite of the certain organization prior to generating the test
scenario template.

16. The computer implemented method of claim 14, fur-
ther comprising receiving usage data associated with the cer-
tain organization, and utilizing the usage data for identifying
the similar organizations which are similar to the certain
organization.

17. A computer implemented method for generating a test
scenario template based on similarity between descriptions of
different organizations, comprising:

monitoring users belonging to different organizations to

identify runs of test scenarios run on software systems
belonging to the different organizations; wherein each
organization of the different organizations has a differ-
ent composition of shareholders;

receiving a certain description of a certain organization and

descriptions of the different organizations;

identifying, based on similarity between the certain

description and the descriptions, similar organizations
that are similar to the certain organization;

identifying first and second runs of a specific test scenario

that is utilized by one or more of the similar organiza-
tions;

generating the test scenario template based on the first and

second runs of the specific test scenario; wherein the test
scenario template identifies a first, transaction executed
in the first run and a second transaction executed in the
second run, wherein the second transaction is different
from the first transaction; and

removing from the test scenario template proprietary data

associated with at least one of the similar organizations.

18. The computer implemented method of claim 17, fur-
ther comprising receiving usage data associated with the cer-
tain organization, and utilizing the usage data for identifying
the first and second runs of the specific test scenario.

19. The computer implemented method of claim 17,
wherein the specific test scenario was not available in any test
suite of the certain organization prior to generating the test
scenario template.

20. The computer implemented method of claim 17, fur-
ther comprising clustering runs of test scenarios associated
with the similar organizations into clusters comprising simi-
lar runs of test scenarios, selecting a cluster from the clusters
comprising similar runs of test scenarios, and obtaining from
the selected cluster the first and second runs of the specific test
scenario used in the generating of the test scenario template.

21. The computer implemented method of claim 17, fur-
ther comprising suggesting to a certain user to run an instan-
tiation of the test scenario template.
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22. A non-transitory computer-readable medium for use in
a computer to generate a test scenario template, the computer
comprises a processor, and the non-transitory computer-read-
able medium comprising:
program code for monitoring users belonging to different
organizations to identify runs of test scenarios run on
software systems belonging to the different organiza-
tions; wherein each organization of the different organi-
zations has a different composition of shareholders;
program code for receiving a certain description of a cer-
tain organization and descriptions of the different orga-
nizations;
program code for identifying, based on similarity between
the certain description and the descriptions, similar
organizations that are similar to the certain organization;
program code for identifying first and second runs of a
specific test scenario that is utilized by one or more of the
similar organizations;
program code for generating the test scenario template
based on the first and second runs of the specific test
scenario; wherein the test scenario template identifies a
first transaction executed in the first run and a second
transaction executed in the second run, wherein the sec-
ond transaction is different from the first transaction;
and
program code for removing from the test scenario template
proprietary data associated with at least one of the simi-
lar organizations.
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